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1. THONG TIN CHUNG

1.1. Tén du an
Tén dy 4n: Pau tw trang thiét bi dam bao an toan thong tin tai Trung tam dir liéu
tai Tong cuc Khi twong thiy vin

1.2. Chu diu tw, dia diém dau tw
Chi diu tu: Trung tdm dit liéu — Tong cuc khi trong thuy vin — Bo tai nguyén va
Moi truong;

Pia diém dau tu:
- Tong cuc Khi twong Thay vin — Bo tai nguyén va Moi truong
- Pia chi: S6 8 Phao Pai Lang, phudng Lang Thuong, quan Dong Pa, Ha Noi

1.3. Pon vi tw van

1.4. Cac can cww phap ly

Can ctr Luat Pau tu cong ngay 27 thang 6 nam 2019;

Cin ctr Nghi dinh s 68/2022/ND-CP ngay 22 thang 9 ndm 2022 ctia Chinh phu
quy dinh chtc ning, nhiém vy, quyén han va co ciu t6 chirc cia Bo Tai nguyén va
Moi truong;

Can ctr Nghi dinh s6 40/2020/ND-CP ngay 06 thang 4 nim 2020 caa Chinh phu
quy dinh chi tiét thi hanh mot sé diéu ctia Luat Dau tu cong;

Can ctr Nghi dinh s6 73/2019/ND-CP ngay 05 thang 9 nim 2019 caa Chinh phu
quy dinh quan Iy dau tu tng dung cong nghé thong tin sir dung ngudn von ngan sach
nha nudc;

Can cir Quyét dinh sé 1103/QD-BTNMT ngay 02 thang 6 nim 2021 cua B
truong Bo Tai nguyén va Moi truong vé viée phé duyét chu treong dau tu dy 4n “Xay
dung hoan thién co so dir liéu tai nguyén méi trudng két ndi lién thong véi cac co sé
dtr liu/hé théng thong tin”;

Can ctr Quyét dinh s6 3067/QD-BTNMT ngay 11 thang 11 nim 2022 cia B
truong Bo Tai nguyén va Mbi trudng vé viéc phé duyét didu chinh chil truong dau tu
du 4n “Xay dung hoan thién co s& dir liéu tai nguyén méi truong két ndi lién thong
Vi cac co so dir liéu/hé théng thong tin”;

Cian ctr Quyét dinh s6 1024/QD-BTNMT ngay 25 thang 4 nam 2023 cia Bo
trudng Bo Tai nguyén va Moi trudng vé viée phé duyét didu chinh chu truong dau tu
du an “Xay dung, hoan thién Hé thong thong tin, co s& dif liéu tai nguyén mai truong
(Giai doan I)”;
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Can cir Quyét dinh sé 1876/QD-BTNMT ngay 30 thang 9 nim 2021 cua B
treong Bo Tai nguyén va Mai trudng vé viée giao ké hoach dau tu cong trung han
vbn ngan sach nha nudc giai doan 2021-2025;

Can ctr Cong van s6 6508/ BTNMT-KHTC ngay 31 thang 10 nim 2022 cua B
Tai nguyén va Moi truong vé viée diéu chinh ké hoach dau tu cong trung han giai
doan 2021-2025;

1.5. Qui m6 dw an

Dau tu mua sam trang thiét bj ¢dam bao an toan théng tin tai Trung tdm di liéu tai
Tong cuc Khi twong thuy vin — Bo tai nguyén & Moi trudng dam bao cac yéu cau an
toan thong tin cua Téng cuc Khi tugng thay van noi riéng va Bo tai nguyén & MOi
trrong noi chung

2. TPHAN TICH, LUA CHON PHUONG AN, GIA| PHAP KY THUAT,
CONG NGHE, THIET BI PUQC LUA CHON.
2.1. Phan tich lwa chon giai phap dau tw thiét bi, thué thiét bi.

Pé lya chon duoc phuong an dau tu hiéu qua, tiét kiém, tranh chong chéo lang
phi va c6 tinh mé rong trong twong lai, can phan tich 2 phuong an sau day dé lya
chon phuong an k¥ thuat, cdng nghé cho viéc nang cap Trung tam dit liéu cia Tong
cuc khi tugng thuy van.:

- Phuong an dau tu thiét bi ha tang.
- Phuong an thué thiét bi ha ting trén nén tang dién toan dam may (Cloud).

Véi tiéu chi dau tu ha ting cua du an 13 dam bao hiéu ning, an toan bao mat
cling nhu kha nang tich hop, mé rong sau nay cua hé thong, do do6 viéc lya chon giai
phap dau tu trang bi ha tang phan cing can dugc can nhac, tinh toan dua trén tinh cap
thiét cia nghiép vu, yéu cau vé quy mé va muic do dap tng cua hé thong ciing nhu
kha nang can ddi vén.

Du an duoc trién khai trong nam 2023, giai phap dau tu nang cap ha tang trong
pham vi dy an ndy can chon phuong an phut hop Véi tién do trién khai du an, nhanh
chong dua hé thdng vao van hanh va phi hop véi diéu kién thyc té tai don vi, dam
bao hiéu qua vé tai chinh.

Bang sau day so sanh uu diém va nhuoc diém cua phuong 4n mua thiét bi va
phuong an thué thiét bi ha tang Cloud:

Bang 1. So sanh wu diém va nhwoc diém cia phwong 4n mua thiét bi va phwong
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an thué thiét bi ha ting Cloud

Tinh nang

Ha tang vat ly

Ha tang cloud

Cach thiic
hoat dong

La mot may chua, thiét bi luu trit
vat ly

Luu trit va hoat dong trén hé
théng ha tang Cloud (dién toan

dam may)

P 6n dinh

Hoan toan chua dong trong quan
tri va van hanh hé thong

Cong nghé Cloud gitp hé théng
hoat dong 6n dinh, kha ning
uptime 99.99%

- T4t ca data s& duoc luu trit trén
thiét bi vat ly

- Data luu trir tap trung trén hé
thdng SAN khong luu trén thiét
bi vat ly

hé théng cling nhu trién Khai
backup (sao luu)

Tinhsin | - Chican 1 HDD bj hong c6 thé .
. o ) o - Data dugc backup déu dan
sang toan bo data cua ban s¢ mat ) 3
2 i . | - Néu co 1 Server vat ly bi loi,
- Viéc trien khai backup ton X
N L Cloud Server cua ban van hoat
nhiéu chi phi .
dong on dinh
N . . s |-CO0thé mo rong hoac thu hep
- Phai mua thiét bi phan ctng L N
A o . ngay lap tac khi cé yéu cau
Kha ning | chuyén dung khi nang cap .
A . . .+ |- CO thé¢ mo rong va thu hep
mé rong - Thoi gian downtime khi can N A .
. . o nguon tai nguyén khong giai han
nang cap kha lau
dung lugng
Chi phi dau tu mot lan cho toan | Chi phi phai tra hang nim cho
— bo phan cting, van hanh, bao tri | nhu cau thuc té st dung (CPU,
i phi

RAM, HDD...duoc cau hinh
theo yéu cau)

Cau hinh lai

Phai mua thém cac thiét bi nhu
RAM, HDD trong truong hop

C6 thé thiét 1ap lai cau hinh cho
server 1 cach dé dang trong

Server . p \ o :
nang cap khoang thoi gian ngan
Tinh ddng | C4 thé lya chon thiét bi dong bg, | Khong dam bao tinh dong bo,
bd va twong | twong thich dé két ndi véi céac | kho twong thich dé két ndi véi
thich thiét bi lién quan cac thiét bi lién quan
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Dy 4n d3 dé ra tiéu chi dau tu phai pht hop véi ha ting CNTT cua TTDL,
tuong thich véi cac trang thiét bi két néi duoc dau tu & giai doan trude ddy cua du an.
Hién nay tai Trung tdm dit liéu dang van hanh cac may chu va thiét bi luu trit duoc
mua sam tir giai doan trude day. Qua qua trinh khao sét hién trang, nhan thay hé thong
thiét bi hoat dong 6n dinh, dam bao hiéu ning theo thiét ké va an toan dix liéu, khdng
c6 sy ¢b nghiém trong.

DPé dam bao tinh nhat quan vé nén tang cong nghé va ké thira tir giai doan
trude, ching toi dé xuat tiép tuc lra chon ha tang vat 1y nhu hién nay s& dam bao téi
wu hoa vé chi phi dau tu va dat hiéu qua cao trong van hanh, st dung, bao tri hé théng

Vé sau.

Vi vay &p dung phuong an dau tw mua sim may chi va thiét bi uu trir & nang cap
va cai dat van hanh tai Trung tdm di liéu sé phu hgp véi muc tiéu va céc tiéu chi ky
thuat da dé ra trong du an nay.

2.2. Phan tich lwa chon Hé théng may chii ing dung

a. May chii don lé dang rack (rack-mount server)

Hang muc

Thuyét minh

Tinh hinh
str dung

hi¢én nay

Tir khi hé théng Server duoc phat trién va duoc str dung rong rai trén
toan thé gidi trong cac phong may chii, cac TTDL... may chi dang
rack-mount (1U, 2U, 3U,...) dugc st dung rat phé bién. Cung voi su
phat trién cia CNTT va sy phat trién nhanh chong ctia hé théng cac
g dung, nghiép vu, dong may chu dang rack-mount van hoan toan c6
kha nang dap tng dugc nhu cau dua ra, tuy nhién ciing véi sy phat trién
vé chiéu doc 1an chiéu ngang cua cic co quan, cac to chuc, viée trién
khai hé thong CNTT s& gap mot s6 kho khan nhat dinh vé thoi gian, to

chtrc, quy hoach, ti€u thu dién nang...

Trang 10




Thiét ké thi cong ha tang ky thugt, an toan thong tin

Uu diém

Véi cac img dung c6 quy mé vira va nho, nhu cau morong khong 16n
thi may chu don 1é dang rack-mount cho phép mang lai nhiéu loi ich
nhu:

- Kich thuéc may chii nhé gon, linh hoat trong viée lap dit va
trién khai.

- COng nghé thiét ké mang lai kha ndng m& rong thuan tién voi
nhiéu loai cdu hinh tir 01- 04 vi xtr 1y, hd trg ddy du cac khe mé rong
PCI thé h¢ méi.

- Thuén tién trong cdu hinh va quan tri ting thiét bi théng qua
kha niing quan trj tir xa duoc tich hgp séan.

- Phu hop voi cac tng dung quan tri hé théng, giam sat theo doi
nho kha ning tach biét hoan toan vé mit vat 1y gitra cac don thé thiét
bi v61 nhau. Ddc tinh nay ctia cac may chu don 1€ cho phép kha niang
c4u hinh va ap dung chinh sach bao mat dugc chi tiét va chit ché hon

Nhuwge

diém

Véi mot hé thong can sy mé rong va ting cudng nang luc xir 1y trong
tuong lai, cac may chu dang Rack mount s€ ton tai mot s6 nhuge diém:

- Khéng linh hoat: khi s6 lugng mdy chil ting 16n s& giy han ché
boi cac day két ndi may chu (ddy mang, ddy ngudn...)

- Han ché trong kha nang phdi hop van hanh: Céc yéu cau thay
d6i trong trung tim dit liéu, yéu cau nhiéu nguoi tham gia (Quan tri
mang, quan tri hé théng, can bo khai thac...)

- Tiéu ton tai nguyén phuc vu hé thong thiét bi may chii: Yéu cau
ngudn dién, hé thong lam mat, khdng gian, con nguoi va chi phi

- Quan ly khong dong nhat: Cac qué trinh 13 khéc biét, yéu cau
cac cong cu khac nhau dé quan 1y... Viéc quan 1y trang bi phan ctng
v6i s6 luong may chi 10n trd nén rat phic tap va ton cong sirc.

b. May chi dgng phién

Hang muc

Thuyét minh

Tinh hinh sir
dung hién
nay

Khi cai dat may chu méi trong phong may chi caa cac to chire ¢6 qui
mo, ngudi dung phai gin nhiéu thiét bi két ndi véi may chu nhu ban
phim, chudt, man hinh, cap nguén, diy mang va cac két ndi voi thiét
bi luwu trit. Néu c6 nhiéu may chu, don vi s& phai gan rat nhiéu thiét bi

nhu vay. Diéu nay d6i luc khong chi gay khoé khan ma con chiém nhiéu
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khong gian... V6i nhitng ton tai nhu vay trong hé thong khi st dung
server dang rack-mount, dong blade server ra doi véi nhitng tinh nang
ndi troi, khic phuc dugc nhirng nhuoc diém dong thdi nang cao hiéu
nang, dap tng nhu cau dua ra trong hién tai va d& dang mé rong trong
tuong lai.

Hé théng may chi phién gdm mot bo khung (chasis) c6 thé chua tir 10
— 18 phién, cac may chi phién, thiét bj quan 1y va cic cong giao tiép
mang, luu trit. Mdi phién 12 mot may chii dang ga (rack-mount) riéng
biét c6 kich thudc khoang 1U (~4,5cm) 6 tir 1 dén 4 CPU (2 dén 8
nhan), hd trg kha ning bd nhd cao va cd thé gan 2 6 cting hay ban than
bd khung mdy ciing c6 thé chia sé hé thong luu triv. Véi chassis loai
nay van dé ciu hinh cho cac tac vu chuyén d6i hay dy phong rat thuan
tién. Hé thdng mdy chi phién chi can 1 bo ban phim, chudt, man hinh;
hd tro it nhat 02 ngudn dé dam bao dy phong; va it nhat 1 card giao
tiép mang. Mot s6 bd khung may chii phién con cung cap giao tiép
quang hay InfiniBand (InfiniBand hd tro bing thong mang trén
2,5Gbps, dung giao thirc IPv6) cho tirng may chu phién.

Uu diém

Bat ky to chirc nao dung trén 3 may cha nén can nhac dung may chu
phién. May chii phién cho phép lap dap don gian, gon gang hon nhiéu
s0 v6i may chii dang rack-mount, khéng nhirng thé con gidp tiét kiém
khong gian dat may ch - trén mot bo khung may cha phién ¢6 chiéu cao
khoang 10U (~45cm) s& 0 tir 10 dén 16/18 phién. Hién nay, xu huéng
thiét 1ap nhiéu may chu 4o hoa trén mot may chu vat 1y dang trg thanh
trao lvu. Va v6i may chi phién, nha quan tri co thé két hop giai phap
a0 hoa dé chay nhiéu hé diéu hanh trén mdi phién. Tham chi khi dang
dung tlirng may chii riéng biét, may chii phién la giai phap thay thé hoan
hdo, gitip tiét kiém nhiéu chi phi quan 1y hé thong.

May chil phién gitp giam chi phi quan 1y, quan tri dé dang nhiéu tac
vu khac nhau, don gian hoa cap ndi cho trung tam dir liu, tiét kiém
nang luong va cho phép quan tri tir xa ma khong can lap thém thiét bi.
Hé thong mdy chu phién c6 mirc do tin cdy cao hon S0 véi cac may chu
riéng biét véi cac tly chon nhu nguén du phong va cac thanh phan co
tinh sdn sang cao.

Tiét kiém chi phi trong dai han: Uu diém cua blade 14 chung co thé

dung chung nguon dién va hé thong lam mat. Nho vay, may chi sé co
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kich thudc nho gon, manh mé va ré tién hon nhing hé thong truyén
théng nhu may chu trung tm (mainframe) hay tip hop cac may chu
(server farm).

Khi niing két hop: Hé théng may cha Blade duoc phan chia thanh cac
module dugc cb 14p va co thé két hop d& dang vé6i nhau, quan 1y thong
minh va duoc quan Iy nhu 1 thiét bi, gitp giam thoi gian va chi phi khi
xay dung, duy tri va quan Iy thiét bi. Uu diém vé quan |y phan cimg cua
may chu phién dem lai su tién loi vuot troi SO véi cac may chu dang
rack thong thuong, dic biét véi sb luong may chu lén. Thay vi phai
quan ly tir 10-18 may chu don 1¢ véi cac canh bao riéng biét, cac thao
tac thu cong trén tirng may mot thi véi may chui phién, nguoi quan tri
chi can thao tac duy nhat trén mot khung chassis 1 ¢6 thé c6 moi thong
tin va hanh dong can thiét cho cac phién may chu lap trén do.

Tiét kiém khéong gian: V& mit Iy thuyét mot ti Rack tiéu chuan 42U
c6 thé 1ap t6i 42 thiét bi may chil voi kich thude 1U, nhung thuc té chi
c6 thé lap duogc tdi da 25-30 thiét bi may cha véi kich thude 1U, vi
phan con lai ding cho cac thanh phan khac nhu patch panel (gia dau
nbi mang), khoang cach trén dudi gitta cac may cha (nham bao vé cac
may va cach nhiét, cach tir),... Véi viée sir dung thiét bji may chu Blade
c6 kich thudce chassis 10U, 01 ti Rack cO kha nang chira tdi 4 chassis
cac may chii Blade, mdi chassis c6 kha nang hd trg ti thiéu 10 may
chu phién, kha nang mé rong trén 01 ta Rack 1én t6i toi thiéu 40 may

chu.

Khi ning mé rong ciia hé thong: Trong nén Kinh té canh tranh, viéc
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dau tu cac trang thiét bi phuc vu cho co s¢ ha t?lng CNNT ciing bi thu
hep, chinh vi vay viéc dau tu trang thiét bi vira dap tng duoc nhu cau
hién tai va van c6 kha nang m¢ rong lén phuc vu cho cac muc tiéu
trong tuong lai v6i chi phi ban dau thap 1a mot tiéu chi quan trong trong
viéc lya chon thiét bi phil hop. Viée ra doi cac thiét bi may chu phién
hoan toan phi hop véi tiéu chi nay. Dé cap téi kha ning mé rong cua
cac may chua Blade, c6 02 tiéu chi duoc dé cap:

- Kha nang mo rong cac may chu phién phuc vy ing dung:

+ May chu Blade hién tai phé bién trén thi truong co kich thudc
10U Rack véi kha ning mé rong t6i da 1én téi 18 may chi phién. Véi
nhu cau dau tu ban dau dé dap ung dugc nhu cau su dung hién tai, giai
doan dau c6 thé mua tir 01-05 may chu phién. Khi nhu ciu st dung
ting cao cong v4i su phat trién ctia cac img dung, ngudi ding o thé bd
xung thém sé may chu phién mot cach dé dang sao cho phu hop voi nhu
cu va su phat trién d6. Chinh vi vay viéc st dung may chu Blade dugc
danh gia rat linh hoat trong cac giai doan dau tu va tdi wu vé chi phi sir
dung trong khi d6 kha ndng m¢& rdng manh me.

+ Ngoai ra, mdt may chii Blade con hd trg rat nhiéu may chu
phién céc loai, nhiéu kich ¢&, nang lyc xur Iy cao hon, hd tro bd nhé
CPU, RAM, HDD cao hon, tuong thich va dap img mot cach linh hoat.
Chinh vi vay véi viéc dau tu ban dau cho nhu cau hién tai, hé thong
hoan toan c6 thé dap tmg duoc cac muc tiéu xa hon, dap tng dugc cac
nhu cdu vé ning luc xir Iy cao hon gap nhiéu 1an cho cac ing dung va

muc ti€u cao cap hon cua cac co quan, to chirec.

-QI.QIL.IL..I

AT B ;
e MM A &l il® o
B o i

- Kha nang mé rong két noi:
+ Viéc st dung may chui cho nhiéu chirc ning trong hé thong
nhu: Két ndi xudng vung luu trit, két ndi v6i hé thdng mang hién tai, véi

viéc gia tang s két ndi téi cac ving trong mang theo nhu cau sir dung,
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mot may chu Blade v6i kha ning hd trg 04-06 cac khe cam 1/0, viée
mo rong hé thong két ndi vao ra tir may chu Blade dén cac hé thong
mang khéc rat linh hoat bang cach cim thém cac module két ndi vao
cac khe cam 1/0 ¢6 san trén backbone main ctia may chil.

+ Ngoai ra, mot may chu Blade hd trg nhiéu khay cam /O véi
cac toc do va chuan két ndi khac nhau, chinh vi vay song song véi viéc
hd tro sb luong nhiéu khe cidm I/O trén mach backbone, hé théng con

hd tro da két ndi, da tdc d0, da tiéu chuén trén mot mach backbone.

Pé xuit phuwong an

Dua trén cac phan tich trén vé vu nhugc diém cua tirng loai may chii, bén canh
d6 1a chu truong tiét kiém chi phi thiét bi CNTT, d& xuat lya chon may chu cho du
an la may chu dang rack (rack-mount server) ma van dam bao tinh san sang, kha ning
ma rong, quan tri.

2.3. Phan tich lwa chon trang thiét bi phuc vu s6 hoa.

S6 hoa tai liéu 12 qua trinh chuyén dbi tai liéu dang vat 1y nhu gidy, anh, d6
vat sang dit liéu dang sé dé may tinh c6 thé doc duoc. Cac loai hinh tai liéu (bao gom
dit liéu dang chit, video, &m thanh, hinh anh,...) sau khi qua cong doan xu ly bang cac
thiét bi chuy@n nganh hozic phan mém chuyén dung s& dugc tich hop vao phan mém
g dung dé quan ly, tao nén nhirng co so dir liéu ma, dé dang tim kiém, trao d6i va
chia sé kiém thirc mot cach thuan tién nhét.
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S6 hoa tai liéu ra doi chinh 1 giai phap khic phuc cac nhuoc diém cua viéc
lwu trit thong tin truyén thong, dwa ra cho doanh nghiép phuong an khai thac thong
tin hiéu qua va nang cao chat lugng cong viéc.

Phan tich cac chung loai may scan cho nganh sé hoa.

May quét tai liéu (Document Scanner): Day 4 thiét bi phd bién dé quét tai liéu
van ban va hinh anh mét cach nhanh chéng va chat lwong cao. May quét tai liéu c6
thé két ndi truc tiép véi may tinh hodc mang dé luwu trix thong tin.

May quét phang (Flatbed Scanner): Tuong tu nhu may quét tai liéu, may quét
phang ciing quét tai liéu vian ban hoac hinh anh, nhung véi dau doc phang. Piéu nay
cho phép quét céc tai liéu khdng phang nhu sach, album anh, va d6 vat khac.

May quét di dong (Portable Scanner): La thiét bi nho gon va di dong, thuong
két ndi khong day vai may tinh hoic dién thoai thong minh. May quét di dong cho
phép ban quét tai liéu khi dang di chuyén hoic khong c6 may tinh gan.

May quét hinh 3D (3D Scanner): Loai may quét nay tao ra md hinh sb hoa ba
chiéu cua cac ddi twong thuc té bang cach quét ching tir nhiéu goc do khac nhau. 3D
Scanner thudng duoc sir dung trong nganh cdng nghiép dé tao ra cac mé hinh in 3D
hodc phuc vu cho muc dich phan tich va thiét ké.

May quét ma vach (Barcode Scanner): Dung dé quét ma vach trén cac san
pham, dinh danh va thu thap théng tin nhanh chéng. May quét ma vach rat hixu ich
trong ban I, kho hang va quan Iy kiém soéat ton kho.

May quét hinh k§ thuat sé (Film Scanner): Pay 14 loai may quét dac biét dung
dé quét cac tim phim anh tir may anh film, chuyén d6i chiing thanh hinh anh sé va
luu trir hoac chinh sira trén may tinh.

May quét tay (Handheld Scanner): Loai may quét nho gon, cam tay, thudng
duoc stir dung dé quét tai liéu hoac hinh anh tir cac bé mat Ién nhu bang vé& hoic hinh
minh hoa.

Dé xudt phwong dn:

Véi nhu cau thuc té caa dy an 1a scan cac tai liéu lién quan dén so d6, do thi
c6 tinh chat khi twong , thity van, vi vay lua chon loai may quét tai liéu.

3. THIET KE THI CONG

3.1. Yéu cau, nhiém vu thiét ké

Trang 16



Thiét ké thi cong ha tang ky thugt, an toan thong tin

3.1.1. Y@u cdu vé thiét ké

Dé thuc hién dugc cong tac ting cuong nang luc xir 1y, luu trit chia sé , khai thac hiéu
qua dit liéu khi twong thuy vin va dam bao an toan an ninh théng tin cho hé théng
mang Trung tdm dix liéu caa Téng cuc Khi twong Thay vin dap tng muc tiéu chung
cua du an, nhiém vu thiét ké goi thau nay s& bao gom:

- Phan tich hién trang, su can thiét dau tu

~Thiét ké tong thé hé théng CNTT dap ¢ng yéu cau vé quan 1y, giam sat, luu trit,
chia sé dit liéu dap tng duoc cac yéu cau vé nghiép vu va dam bao an toan an ninh
thong tin cho Trung tdm Dix liéu cua Tong cuc KTTV

- Pua ra phwong 4n bd sung va nang cap hé thong thiét bi bao mat, may chu tai
Tong cuc KTTV dam bao viéc luu trit chia sé dir liéu. Dam bao tich hop hiéu qua
vé6i cac hé thdng CNTT hién c6 cua Tong cuc KTTV theo hudng hién dai héa va
tang cuong nang luc xur ly, tinh toan

- Thiét ké chi tiét. Phan nay néu dé xuat cac hop phan lién quan dén CNTT trong
khudn khé cua dy &n. Thiét ké chi tiét cho cum thiét bi phan cang; thiét ké chi
tiét cho tirng goi dich vy ky thuat di kém.

- Xay dung bién phap trién khai cac thiét ké/giai phap néi trén dong thoi dua ra
yéu cau t6i thiéu vé thong sb ky thuat thiét bi du kién dau tu trong pham vi goi
thau ciing nhu ddi vai dich vu trién khai lap dat, tich hop cai dit va cau hinh
téng thé heé thong

- Tir c4c thiét ké trén dua ra téng dy toan chi tiét.

3.1.2. Nhiém vu thiét ké

- Thiét ké chi tiét cac hang muc can mua sam, lap dat bo sung céc thiét bi dam bao
nang cap, ting cudng kha ning an toan, bao mat thong tin cua hé thdng may chu va
mang cia Tong cuc khi tuong thuy vin.

- Du toan dich vy k¥ thuat cai dat toi wu héa, ting cudng tinh bao mat cua hé thong
CNTT hién tai cua Tong cuc KTTV

- Pua ra chi tiét cac yéu cau vé dao tao hudng dan sir dung.
- Pua ra duoc yéu cau vé cc dich vu bao hanh bao tri hd tro 24/7.

3.1.3. Hign trang hé théng ha tang ky thugt
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3.1.3.1. Hién trang ha tang ky thuat

3.1.3.1.1.Thiét b;

Qua khao sét, hé théng may chu va mang cua Tong cuc Khi Tuong Thay Vin
(TCKTTV) hién c6 cac thiét bi, bao gom céac chang loai: thiét bi mang, tuong lua,
cac may chu nghiép vu, may chu co s¢ dit liéu Microsoft SQL Server, may chu co sé
di liéu Oracle, hé théng luu trix... Ngoai ra, Tong cuc ciing dang st dung mot sé hé
théng 40 hda ma tiéu biéu 1a hé thdng st dung ma ngudén mé Ovirt, Promox va tiép
tuc trién khai phan mém quan ly dix liéu tap trung (CDH) va phan mém hd tro du bao
thiy van, hai van (Delf-Few), cac hé théng a0 hda ndy cho phép tao dugc nhiéu céc
may chu nghiép vu khac nhau, véi nhiéu hé diéu hanh khac nhau, qua d6 nang cao
nang luc dap tng yéu cau cdng viéc cua nganh khi trong thuy van. S6 lugng céc thiét
bi vat 1y duoc thdng ké trong Bang 1.

Bang 2. Danh muc céc thiét bi chinh ciia ha ting cong nghé thong tin tai

TCKTTV
STT | Tén thiét bi Model S6 lrong Ghi cha
1 Core Switch Cisco Nexus 7000 Series 2 Core Switch
Core Switch Cisco Nexus 9504 Series 2 Core Switch
Cisco ASA 5580 1
Check Point 5400 1 ]
. Firewall Core &
) Juniper SRX650 1
2 Firewall i Server Farm,
Cisco ASA 5540 1 )
i Firewall Internet
Check Point 5900 1
Fortigate200E 1
Cisco ASR1001-X 2
3 Router Cisco 2800 2 Router Internet
Cisco 3900 Series 1
Cisco 2960 7 Switch Server
Cisco 3750 1 Farm, Internet,
4 Switch Cisco 3850 1 Switch Access,
Edoe-C ) Switch Access,
ge-L.ore Switch DMZ
DrayTeck Vigor 3900 1
. Peplink 380 1 )
5 Balancing i ; Network Balancing
F5 Big-IP 12600 1
F5 Big-1P i2800 1
6 Radware 1 DDos
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DefensePro 1016

Thiét bi bao
A Radware
vé DDos 1
DefensePro 6-1
Dell R730 3
Dell R220 1
Dell R440 1
Dell R740 3
IBM x3650 18
IBM x3630 2
Fujitsu Primergy L Voi IP. Data S
RX2540 oi IP, Data Server,
GIS, Web, FTP,
NEC 4
7 Server Dol R330 3 JANO, JAN1,
e
JANZ2, SQL, Oracle,
Dell R430 3 . .,
May chu tng dung
Dell R630 3
HP DL360 2
HPE DL360 Genl0 10
Fujitsu PRIMERGY 1
RX2520 M5
Fujitsu PRIMERGY 5
RX1330 M4
Hitachi VSP G200
Hitachi HUS 130
8 Storage HPE MSA 2040
Fujitsu ETERNUS 1
DX900S5
Video i
9 Polycom 1 Video Conference
Conference
Hé thong IBM BladeCenter H
10 1 Server
Blade Server Type
Hé thong
11 Cray XC40-AC 1 HPC System
HPC
_ Dell PowerConnect
12 SAN Switch 2 SAN
Brocade 6505
APC, Converter,
13 Other
Modem...
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a.  Thiét bi mang

Hau hét cac thiét bi mang (bao gdom: thiét bi chuyén mach, thiét bi dinh tuyén) dang
sir dung hién nay tai Tong cuc déu cia hing CISCO. Pay la cac thiét bi luén cho do
6n dinh mang cao nhat trong cac dong san pham cung loai, c¢d thé tan dung téi da
dung lugng dudng truyén. Bong thoi céc thiét bi mang cua CISCO cho phép cung
cap nhiéu tinh ning quan Iy truy cap, quan Iy luu lugng, thoi luong truy cap va kha
ning mé rong. Tuy nhién, cac thiét bi ha ting mang (network) caa Tong cuc KTTV
hién da duoc dau tu tir ndm 2012, dén nay céc thiét bi nay déu da cii va hét thoi han
cd thé bao hanh, bao tri. Hon nita, ning luc cta cac thiét bi nay khong con dap tng
duoc yéu cau cua céc trang thiét bi vira méi duoc dau tu trong cac du an gan day nhu
HPC, co so dit liéu Oracle, CDH va céc phan hé du bao ... Cu thé céc thiét bi chinh
gom:

Bd chuyén mach trung tam (Core switch): St dung 01 cip Cisco Nexus 9504 serial
(duogc trang bi nam 2022) 1am thiét bi chuyén mach trung tam gidp cho hé théng mang
tai Tong cuc c6 kha ning chiu tai 16n, hiéu nang cao phuc vu nhu cau chuyén mach
chinh trong toan bo hé théng va diéu chinh toan bo luu lugng mang trong hé théng
duogc xir Iy & tée d6 cao kém theo tinh sin sang trong kha nang két ndi thuc thi, phan
phdi ciing nhu bao mat giira cac két ndi. Cisco Nexus 9000 serial c6 toc do chuyén
mach cao 1én téi 15Tbps vai kién tric dang module, sé luong cong két ndi téc do
1/10/40/100 GE. Vi day 1a phan 16i cho hé thbng mang cta Trung tdm dix liéu va dong
vai trd chuyén mach trung tdm giira Trung tdm Théng tin va Di liéu KTTV (HMDIC)
Vvé6i cac phan ving khac két néi toi HMDIC, do d6 viéc sir dung Cisco Nexus 9000
tai vi tri trung tam cua hé thong dir liéu cia TCKTTV cho phép:

— D& dang quan Iy cac phan ving chuyén biét va mé rong trong tuong lai.
— Tang mic do dy phong hé théng.
— Sir dung téi da cac duong Uplink két ndi téi thiét bi Cisco Nexus 7000 do
d6 tang bang thong hé thdng.
Cap Core Switch nay s& gilip cho hé théng mang han ché kha nang chiu 18i, dam bao
kha ning du phong va ting cuong tinh san sang.

Thiét bi chuyén mach (Switch): Hé thong chuyén mach cia TCKTTV hién nay dang
str dung nhiéu cac model 29608, 3750.. 24 port, toc do 10/100/1000 Mbs, 14 thiét bi
chuyén mach duoc str dung rong rai tai rat nhiéu cac hé thong mang tir mtrc d6 trung
binh tro 18n. Dong thiét bi nay dé dang ciu hinh va thuan tién khi nang cap mé rong
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hé théng. Tinh 6n dinh cua dong san pham nay twong dbi cao. T4t ca dwgc dau ndi
cho cac phan viing mang trong toan b Hé théng mang cua TCKTTV va két ndi gitra
cac don vi trung tam tai toa nha dén hé théng may chu va ra ngoai Internet.

Thiét bi dinh tuyén (Router): Cisco 2800 series va 3900 series cho viéc to chuc
dinh tuyén céc g6i dix liéu gitta cac mang noi bo véi nhau, cac mang noi bo va mang
Internet, WAN. Viéc sir dung 02 thiét bi dinh tuyén nay 1a phu hop ddi véi nhitng hé
théng mang vira va nho. Cisco 2800 hd tro giao thirc két ndi Ethernet, Fast Ethernet
va kha ning cip ngudn qua Ethernet (PoE). Router Cisco 2900 con hoi tu du cac giao
dién mo-dun, cung cap bang thong ting din dén da dang céac kha ning phuc hdi mang
va tily chon két ni. Tir ¢6 mang dén hiéu qua cao hon trong qua trinh str dung.

Twong lira (Firewall): Tuong lta la nghiép vu ki thuat (thiét bi phan ctiing, phan
mém hoic 1a ca 2 két hop véi nhau) dugc tich hop vao hé théng mang dé chong su
truy cap trai phép nham bao vé cac nguon théng tin noi bo ciing nhu han ché sy xam
nhap cua mot sé truy cap khdng mong mubn vao hé thong cua cac ca nhan, té chuc,
doanh nghiép. Hé théng cong nghé thdng tin tai TCKTTV dang st dung céc thiét bi
tuwong lra sau:

Cisco ASA 5540: cung cap cac dich vu bao mat hiéu qua cao, VPN, kiém tra va phong
chdng tham nhap, kiém soéat va bao mat noi dung, thuc hién viéc phong chéng virus,
chéng thu rac va ngin chin tap tin. Ngoai ra, Cisco ASA 5540 cung cap kha ning
hién thi va kiém soét chi tiét, bao mat Web manh mé ngay tai chd hoic trén dam may,
hé théng phong chéng xam nhap céng nghiép hang dau (IPS) dé bao vé chdng lai cac
mbi de doa di biét, bao vé toan dién khoi cac mdi de doa va phan mém doc hai nang
cao.

Cisco ASA 5580: giam sat méi truong hé théng, gisi han nguoi dung VPN Remote
Access. Vi hiéu suat tuong lira 5 Gbps, 60.000 két ndi TCP mdi gidy va hd tro téi 1
trieu két ndi. Cisco ASA 5580-40 cao cip hon véi hiéu suat tuong lta Ién tgi 10 Gbps
mdi gidy, 120.000 két n6i TCP mdi gidy va hd tro I1én téi 2 trigu két ndi. Kién trac da
161, da bo xir ly mang lai kha nang mé rong triét dé cho bao mat. Thiét bi twong lira
ASA duoc trién khai rong réi nhat trén thé gisi voi kha ning truy cap tir xa Cisco
AnyConnect an toan cao.

Check Point 5400, 5900: bao vé c4c cudc tin cdng mang, C4c rai ro tir Internet. Check
Point 5400, 5900 cho phép két néi téi hé thdng véi bang thong 1én téi 10Gb.
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Juniper SRX650: chdng virus, bao mat ¢ng dung, IPS, antispam, va ting cuong loc
Web. N6 hd trg 1én dén 7.0 Gbps tudng lira, 1,5 Gbps IPsec VPN, va 900 hé thdng
phong chéng xam nhap Mbps (IPS).

Fotigate200E: Véi cac tinh nang, cong nghé bao mat da 16p dé bao vé toan dién cho
da liéu, dich vu.

Ngoai ra hién nay trén thiét bi dinh tuyén (Router) ciing c6 thé dwoc ciu hinh trong
lira nham bao mat cho hé thng.

Thiét bi can bang tai (Load Balancing): Hé thong mang cua dang st dung Drayteck
Vigor 3900 va Peplink Balance 380 phuc vu cho viéc can bang tai duong truyén mang
ngudi ding toa nha. Drayteck Vigor 3900 hd tro nhiéu tinh ning nhu: Multi VLAN,
multi subnet, VPN, chéng DoS/DdoS...Tuy nhién d6i lic s& cam thay rang mang
cham vi go6i dit liéu can xu Iy 2 1an, NAT Port phuc tap (ban phai NAT 2 1an trén ca
2 thiét bi V3900 va router dung truéc). Thiét bi con lai 1a PepLink Balance 380 voi
tinh ning gitp tang téc do dir liéu mang, do tin cdy va tinh linh hoat. Hé thong méi
dugc trang bi thém 02 thiét bi can bang tai ang dung F5 Big-IP i2600 va F5 BIG-IP
i2800.

b.  Thiét bi may chii va luu trik:
May chi (Server): Hién tai TCKTTV str dung nhiéu dong may chi nhu:
IBM x3650 va x3630. Uu diém cua dong may cha nay:

— Kha ning mé rong va nang cap dé dang.

— C6nhiéu khay cam 6 cing 3.5 inch (t6i da 1én t6i 12 khay) nén IBM x3650
M4 cung cap mot giai phap Server luu trir dung luong cao.

— H& tro tét cho a0 hoa va cac tng dung khéac. N6 hd tro 1én dén hai bo xu
ly Intel Xeon 8 16i va thiét ké bo nhé mat do cao voi mudi hai khe DDR3
DIMM.

— IBM x3650 M4 tich hop bén cong Gigabit Ethernet va tiy chon nhiing hai
cong 10 GbE nén dé dang cho phép nang cap téc do duong truyén trong
qua trinh truy xuat dir liéu dén Server véi chi phi nang cap khong cao.
Ngoai ra IBM x3650 M4 con hd tro 18n tsi 6 khe cam PCI gitp cho kha
ning nang cap va ma rong dé dang.

Tuy nhién, cac dong may chu trén van con mot diém han ché nhu sau:

— Kha ning hé tro GPU (kha ning xir 1y @ hoa) chua cao
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— Chua dap tmg du cho céc phan mém, @ng dung nang..

Dell R220, R440, R730 va R740. Trong d6 Dell PowerEdge R730, R740 1a dong may
chua thé hé thir 13,14 caa Dell va mang lai hiéu suat tng dung ning cao, dung luong
lwu trit cao va nhiéu tiém nang mé rong. Vi thiét ké gom céc tinh ning bao mat tich
hop, Dell PowerEdge R740 1a mét trong nhitng dong may chu duoc lya chon nhiéu
nhat hién nay. Hiéu suat co so dit liéu tét hon gip mudi 1an véi su hd tro cho
NVDIMM va chipset méi cua Intel cung cip thém 27% 16i hon so véi ngudi tién
nhiém cua nd. Ba GPU hai chiéu rong hodc sau GPU don c6 thé dugc thém vao hé
théng nay dé ting cuong kha ning xir Iy. Véi kha niang hd tro hai bo vi xir ly Intel
Xeon Scalable véi toi da 28 161 mdi bo xt ly thi may chi Dell R740 ¢6 kha ning thich
g cao d6i voi moi khoi lugng cong viéc, phi hop cho céac ang dung:

— Ung dung tinh toan hi¢u nang cao
— Ung dung cho a0 héa may tram véi yéu cau vé xtr Iy d6 hoa va dung luong
luu trir da dang
— Ung dung vé ao hoa luu trit nhu ScalelO, vSAN
— Ung dung tuong tac va chia sé céng viéc
— Ung dung trién khai cho céc cdng nghé chay trén nén tang Website
— Céc rng dung cua cac nha cung cap dich vu, ang dung vé tri tué nhan tao
va may hoc (Al/ Machine Learning)
—  Sirdung cho nhu cau téi wu hoa tai nguyén cho cac ddm may riéng (Private
Cloud)....
Niam 2019, Téng cuc Khi twong Thiy van ciing méi duge dau tu thém 12 may cha
HP DL360 Gen 10, nam 2022 dAu tu thém 14 may chi Fujitsu PRIMERGY RX2520
M5. Hién tai may chi con lai dang duoc sir dung dé cai dat hé théng ao hoa Ovirt va
40 hoa Promox. Dén thoi diém hién tai tat ca cac may chu trong hé théng cua Tong
cuc KTTV déu da duogc sir dung cho cac cdng viéc chuyén mén va khéng con may
chu cho phan mém nghiép vu dau tu méi cling nhu khong dam bao tinh du phong cho
hé thdng trong trudng hop xay ra su cd.

Hé thong lwu trir (Storage): Hé thong luu trir dugc thiét ké dudi dang SAN véi bo
ta dia Hitachi HUS 130. Pay 1a bo ta dia luu trir cung cap hé thong luu trix tim trung
(Midrange Level). Uu diém dong san pham nay Ia:
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— Két hop tbt nhat gitra hiéu suat ngau nhién va tuan tu cho ca dit liéu tép va
khdi, HUS 130 c6 thé dat dugc muc tiéu hiéu suat & mac chi phi thap nhat
c6 thé.

— Chirc nang luu trit cao cip, chang han nhu can bang tai dong va tu dong
phan tang gitp mac hiéu suat cé thé du doan dwgc ngay ca trong moi
treong tai thay d6i nhanh chéng.

— Cho phép trién khai luu trix cho tat ca cac loai dit liéu va dé dang phét trién
dé dap ung céc yéu cau mo rong, chay cac (ng dung quan trong.

— D& dang quan Iy va str dung s& gitp cho viéc quan tri hé thong.

Nhueot diém:

— Tbc d6 bang thong cua hé théng chi co thé dat toe do toi da 1én dén 8Gbps,
day la diém han ché khi hé théng mubn nang cap bang thong 1én 10Gbps
hoac cao hon nira.

— Viéc thay thé cac san pham, thiét bi bi 16i twong ddi kho khin do thi phan
luu trir cua Hitachi tai Viét nam khdng cao.

Hé théng may cha phién (Blade Server): Hé théng may chu phién cia TCKTTV
bao gébm céc thiét bi:

01 Bladecenter: 4 Blade server

01 server IBM x3550

01 IBM System Storage DS3524

02 Switch Cisco

Hé thong Blade ctia TCKTTV hién nay di c6 4 blade va co thé nang cap téi da lén
thanh 14 blade. Céc balde c6 thé dugc tao thanh cac may chi vat ly va may chu ao
va két ndi t&i mot bo luu trix bén ngoai.

c.  Céc thiét bi khac

Ngoai c4c thiét bi néu trén, hién nay phong may cha cia TCKTTV dang van hanh
them mét sb céc thiét bj khéc:

— Hé thdng tinh toan hiéu nang cao (HPC) Cray XC40-AC Véi nang lyc tinh
toan khoang 76.8 Tflop dé chay cac mé hinh dy bao thoi tiét sb tri;

— B6 hop truc tuyén Delta path va Polycom: La 2 thiét bi vé hop truc tuyén
hang dau hién nay, hd tro cac giai phap: hoi nghi truyén hinh, phong hop
truc tuyén, dién thoai hoi nghi...
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— B6 luu dién APC: Cong suat luu dién hién nay da dap (ng cho toan bé thiét
bi tai phong may chu cua Tong cuc.
B chuyén d6i, modem...
3.1.3.1.2. Hé thang két nai
a.  So dd logic hé thong:

Tuong ty nhu mé hinh hé théng mang caa mot doanh nghiép, hé thong két ndi tai
TCKKTV ciing di dugc xay dung va thiét ké theo moét mé hinh mang tiéu chuan nhu
Hinh 1, véi cac phan vung nhu sau:

Fw
Ineternet

Checkpoin 5900

Netnam

SW_Core_ | SW_Core_
02
o P
¢
I N I
3 E1/2
FW Int 1 Isa $540 ® 3
VNPT o =
—m’_’ I
s S Int

-j 5;5%_/

Sw Management Sw Server Farm Sw TTDL SW Dy Bao SW Dv Bdo
-

Sw DMZ

Hinh 1. So d6 logic hé théng mang Téng cuc KTTV

Ving Internet: Tai ving Internet dang chay cac thiét bi: 01 thiét bi dinh tuyén duoc
két ndi dén 2 nha cung cap dich vu mang Internet 12 VNPT va Netnam. Trén Internet
¢ cau hinh VPN (mang riéng a0) nham bao mat va bao vé sy riéng tu cho nguoi
ding khi két ndi Internet. Chdng han ché rii ro cho ngudi ding khi két ndi mang va
ngan chan cac cudc tan cong nguy hai tir bén ngoai. Phia sau thiét bi dinh tuyén duoc
dat va ASA5540.

Cau hinh hién tai trén cac thiét bj tai ving Internet cd thé tom tit va danh gia qua mot
sb diém sau:

— Céc thiét bi hoat dong don 1¢, khdng c6 tinh dy phong. Trong truong hop
mét thiét bi gap van dé, ca hé thong sé bi gian doan, khong dam bao do 6n
dinh va kha ning hoat dong lién tuc. Pay 1a 16i Single Point of Failure
(SPOF).
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— Dinh tuyén hién sir dung giao thirc dinh tuyén dong OSPF va dinh tuyén
tinh. Trong dé dinh tuyén dong OSPF kha phuc tap, nhiéu cau hinh khdng
can thiét gay kho khan cho nguoi quan tri hé théng kiém soét. Ngoai ra,
hién chua c6 co ché bao vé dinh tuyén, 1a diém yéu gay gian doan dich vu
trong qua trinh van hanh.

—  Sirdung 02 thiét bi trong lra khéng cung loai nén hiéu nang st dung khdng
cao do hoat dong don 1¢, khong c¢6 phuwong an dy phong. Thiét bi Check
point dang hoat dong nhu 1 thiét bi chuyén mach va khong téi vu. Chinh
sach bao mat trén thiét bi con lai chua duoc thiét l1ap dé dam bao an toan
théng tin cho hé thng.

— Hau hét dang st dung 1 link dé két ni giira 2 thiét bj. Khong c6 co ché dur
phong cho céc link két ndi.

— Hé théng mang bén trong sir dung cac link 10Gb nhung tat ca luu luong di
ra Internet lai tap trung qua 1 link 1Gb néi véi thiét bi chuyén mach Internet
gay hién tuong nghén co chai cho toan hé théng.

Ving DMZ: Pay la noi chtra nhitng Server va cung cap nhiing dich vu (Directory
service, DNS, DHCP, File/Print Sharing, Web, Mail, FTP, Proxy...) cho nhitng may
tinh & trong mang ndi bo ciing nhu nhitng thiét bi khac tir mang bén ngoai vao. La
budéc cudi ma nhitng goi dir lidu tir phia bén trong mang ndi bo di qua trude khi truyén
ra ngoai Internet, va ciing 14 noi dau tién ma nhitng gai tin tir bén ngoai dén trude khi
duoc vao mang noi bo.

Do tinh chat quan trong cua viing DMZ nén viéc bao mat cho ving nay can duoc chd
trong. Mac du c6 1 thiét bi tuong lira dugc dit trude ving DMZ dé két ndi véi mang
noi bo va ra ngoai Internet, nhung do hiéu nang thiét bi twong lra hién tai khong dam
bao tinh bao mat nén nguy co cac cudc tan cdng mang tir bén ngoai va tir chinh trong
mang noi bo ddi véi viing nay hoan toan co thé xay ra. Ngoai ra véi viéc chi str dung
01 thiét bi chuyén mach cho khu vuc trén s& khong dam bao tinh san sang va hiéu
nang cao. Hau hét dang sir dung 1 link dé két ndi gitra 2 thiét bi, chua c¢6 co ché du
phong cho cac link két ndi.

Bén canh d6, viéc sir dung chung duong két ndi gitra ving cung cap dich vu va truy
cap internet cia nguoi dung khién cho dong luu luong di qua chung 1 hé thong
(Router, Switch, Firewall,...) xir ly => C4 thé dan dén kich ban luu lugng truy cap
internet cua nguoi ding tao ra anh huong (cham, rét goi, sai pham...) dén céc dich
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vu dugc cung cap ra bén ngoai cia Tong cuc KTTV, khé téi wu dugc céc chinh sach
tuan tha an toan théng tin riéng ré cho tung loai dich vy, may cha va nguoi dung.

Vung Core Switch: Cisco Nexus 9504 Series dang dugc cau hinh céc vlan véi cac
tén khac nhau nhu:, TTTL, DDB, DCK, TTQG, TTCNTTI1, TTCNTT?2...

Vung Server Farm: La noi dit cac may cha khong truc tiép cung cap dich vu cho
mang Internet. Cac may chu trién khai ¢ viing mang nay la SQL Server, Oracle
Server, GIS, méay chu chay cac phan mém duy bao...Ngoai ra ddy la noi tap trung cac
may chu luu trit, hé thdng luu trit co sé dit liéu, thdng tin du bao... Vi vay, cd thé coi
day 1a phan ving t6i mat va quan trong bac nhat TCKTTV. Cac thiét bj cua ving nay
bao gom:

— 01 thiét bj twong ltra Checkpoint 5900

— Céc thiét bi chuyén mach (Switch Access)

— Cac may chu co so dir liéu

— Hé thong luu trir SAN
Vi la viing t6i mat va quan trong bac nhit di véi cac hoat dong cia TCKTTV nén
viéc bao mat va tang cudng giam sat ddi véi khu vuc nay vo cuing thiét yéu. Khu vuc
vuc nay hién duoc phan ra thanh 01 phan vung riéng véi vang Core Switch va co
thiét bi twong lra bao vé. Tuy nhién, ciing giéng nhu cac thiét bi twong lira khac trong
hé thdng mang thi hién nay thiét bi nay chwa duoc thiét 1ap day dua céc chinh sach dé
dam bao an toan thong tin cho hé théng.

Ngoai ra, tai viing Server Farm dang sir dung hé théng luu trir SAN phuc vu cho viéc
lwu trix va back up sé liéu, dir lisu KTTV. Hé théng luu trir SAN Hitachi véi dung
lwong hitu dung khoang hon 30TB dang dugc phan chia thanh nhiéu volume phuc vu
cho cong tac luu trit. Ngoai ra nim 2022 thong qua dy &n WB 8 Téng cuc duoc dau
tu hé thong SAN Fujitsu véi tong dung lwong Iuu trir hiéu dung khoang 250TB (28TB
SSD, 60TB HD 10K, 183 TB 7.2K)

Ving User: Cy thé ¢ day 1a cac Trung tim, phong ban ciia Tong cuc két ndi dén
phong May cha théng qua cac thiét bi chuyén mach (Switch Access). Nguoi ding
dang truy cap dén hé thong, chua duoc kiém soat qua hé thong tuong lira dan dén
nguy co xam nhap that thoat dit liéu cao.

Ha tang phong may chi: Trong thoi gian gan day, Téng cuc Khi twong Thiy vin
d3 duoc dau tu ha tang Trung tdm Dir liéu twong ddi hién dai, dam bao diéu kién moi
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treong hoat dong cho cac thiét bi cong nghé théng tin trong Trung tdm. Hang muc
méi dau tu ndy di tao ra nén tang tot vé méi trudng hoat dong va tinh toan cho Tong
cuc Khi twong Thuy vin, dép tmg duoc nhu cu hién tai va trong mot vai nim sap téi
néu khong cé sy tang truong dot bién vé sé luong thiét bi duoc dau tu trong Phong
may chu.

3.1.3.2. Panh gia hién trang
Qua thuc té khao sét hién trang tai phong may cha TC KTTV, tu van dua ra
mot s6 diém han ché vé hé théng CNTT cuaa Tdng cuc nhu sau:

Vé van hanh:

Tong cuc KTTV dang sir dung rat han ché mot s6 phuong thirc khac nhau, tng
Véi tirng loai thiét bi/ vendor dé giam sét riéng ré cong viéc van hanh hé thong. Khién
bo phan céng nghé thdng tin gap nhiéu kho khin trong viéc giam sét tong thé hoat
dong cua toan bo hé thdng (thiét bi, dich vu, ang dung) va bi dong néu c6 cac su sd
xay ra. Viéc thiéu mot hé théng luu trir ngudn log hoat dong (cua thiét bi) ciing kéo
dai thoi gian xu 1y sy ¢b khi phai truy cap vao tirng hé théng riéng ré dé tim kiém
ngudn gdc gay 13i, dan dén viéc dich vu c6 thé gian doan hang gio ddng hd (dén hang
ngay) néu cé su ¢ nghiém trong xay ra.

Vé hién trang an toan théng tin:

Tong cuc KTTV da duoc trang bi kha co ban cac giai phap kiém soat hé
théng tuy nhién van chua du kha ning dam bao an toan dix liéu tuyét ddi trong bdi
canh ma tinh hinh an ninh mang ngay cang cing thang, khi cac to chuc kinh té, tai
chinh, chinh phi, an ninh quéc gia... phai d6i mat véi hang nghin cudc tan cong
mdi ngay trén toan thé gigi, va tai Viét Nam c6 it nhat gan 100 cudc tan cong mdi
ngay (Theo sé liéu cia VNCERT). Bén canh dé, cac cudc tin cdng an ninh mang
ngay cang tinh vi hon, do hacker ngay cang c¢6 trinh dg, duoc dau tu, va ¢ td chic
thic 4c giai phap an ninh hién tai van chua dii d&é dap ang nhu cau an toan théng tin
dir liéu cua don vi.

C4c tan cong co6 chu dich (Targeted Attacks) va cac mdi de doa bén bi phuc
tap (Advanced Persistent Threat APT) dang nhanh chéng tré thanh mot tiéu chuan
méi caa cac mbi de doa an ninh mang — bao gém cac cudc tan cong tap trung, co
chu dich duoc thiét ké riéng dé xAm nhap vao cac co quan chinh pha nham tim kiém
c4c thong tin c6 gia tri, bi mat quéc phong, va truy xuit vao cac hé thong noi bo bén
trong
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Pon vi can xay dung hé thong nén tang diéu hanh an ninh bao mat di manh
dé gidm sét phat hién va ngin chin duoc hau hét cac tan cong trén khong gian mang
nham khai thac céc 16 hdng trén cac tng dung ciing nhu thiét bi tin hoc trong mdi
hé thdng mang cua cac to chirc
Ve thiét bj:

Nhiéu thiét bi d3 end of life (EoL) va end of sale (EoS) (Firewall ASA 5580,
ASA 5540, Router Cisco 2800, Router 3900...), do d6 sé khdng trang bi duoc cac
g6i hd tro cling nhu cap nhat cac ban va bao mat méi tir hang néu c6 bat ky su ¢d gi
xay ra véi phan cirng/phan mém cua thiét bi. Ngoai ra, tinh trang an ninh mang hién
nay dang rat phirc tap, Viét Nam dugc ghi nhan 12 qudc gia ¢ nhiéu cudc tan cong
mang. Vi vay, céc thiét bi EoL va EoS khdng c6 cac ban va 18i dinh ky s& 12 muc tiéu
dé céc hacker tan cong, pha hoai va gay anh hudng téi sy an toan va uy tin caa don
Vi.

Cac thiét bi Firewall, chay don 1¢ (cu thé hon: Firewall cho khu vuc Internet
dang duoc str dung 1a 01 thiét bi ASA 5440, Router cho khu vyc Internet dang duogc
sir dung 12 01 thiét bi Cisco 3900, nén khong cé co ché Backup va High Availability
(HA) dan dén khong dam bao vé tinh san sang va trong céac trudng hop xay ra su co.

Firewall SRX650 stir dung module phat hién va ngan chan Virus cia Sophos,
khi bat tinh nang thi hiéu nang cua Firewall giam manh con 350Mbps. Thém nira tinh
nang Virus trén Firewall chi han ché dugc mét sé loai Virus trén mang, khdng thé
chuyén sau nhu cac hé théng Antivirus trén Endpoint.

Firewall Fotigate200E c6 day du céc tinh nang IPS, Antivirrus tuy nhién cau
hinh thiét bi thap, hiéu ning thiét bi khong du dap tng duoc cac yéu cau.

Thiét bi mang néi chung déu di trang bj tir nim 2012, EoS nén s& anh huong
t6i hiéu ning chuyén mach trung tam cua thiét bi, kha ning mé rong module khi s6
luong thiét bi dau néi cua hé thong ting thém.

Cac thiét bi luu trix tai Data Center cua Tong cuc Khi twong Thuy van hién da
dugc dau tu tir 1au, dén nay hau hét dung lugng luu trit ctia cac thiét bi nay da duoc
sir dung hét nén hién tai mot s6 dir liéu c6 kich thudc 16n dang phai tam thoi sir dung
vung luu trit cia hé théng HPC (~280 TB). Péi vai thiét bi luu trix dit lisu SAN méi
dugc dau tu nam 2022 hién tai phan ving dung luong 6 cing doc ghi téc do cao (SSD
va 10K) di phan bo hét, hién tai chi con phan ving luu trit dir liéu st dung 6 cing
téc do doc ghi 7.2K. Vi thdng s6 ky thuat nhu vay phan ving 6 citng nay chi phu
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hop véi viée luu trix dit liéu 1au dai ma khéng phu hop trong viéc truy xuit va doc ghi

dix liéu toc do cao.

Mot s6 thiét bi méi duoc dau tu nam 2019, 2022 da sir dung dudng truyén cap
quang 10Gbps dé két ndi noi bo nhung hau hét cac két ndi gitra cac thiét bi trong hé
théng hién tai dac biét 12 két ndi giira cac thiét bi & cac phan ving khac nhau, khu
vuc Internet vao/ra dir liéu van chi méi dugc s dung duong truyén 1Gbps dan toi
viéc khong dép tng duoc tde do truyén/nhan, doc/ghi dir lidu cua hé thdng vao mot

s6 thoi diém.
3.2. Thiét ké ké hé thong
3.2.1. Thiét ké tong thé

3.2.1.1. Thiét ké logic hé théng

Can ct trén hién trang ciing nhu nhu cau thuc té caa Tong cuc KTTV, tu van dé xuat
md hinh logic két néi cé4c thiét bi hién c6 cua Tong cuc KTTV va céc thiét bi du kién

dugc dau tu trong du &n thé hién qua so d6 logic nhu sau:
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Hinh 2. So dé thiét ké logic
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Nhu vay, trong khuén khé cua dir an di véi thiét bi, ké thira toan bo ha tang hién tai
va b sung thém 02 phan chinh: (1) Phan thiét bi dam bao an toan an ninh théng tin;
va (2) phan thiét bi may chu phuc vu trién khai CSDL Big data;

V& quy mé thiét ké, cac thiét bi duoc thiét ké 1a mot thanh phan quan trong caa Trung
tam Dir liéu Tong cuc Khi twong Thity van. Ngoai viée ting cuong dam bao an toan
an ninh théng tin cho Trung tdm Dir liéu ciing can phai ting cuong ning luc chung
cho nganh KTTV dap tng cac nhu cau ngay cang cao trong thuc tién, vi vay yéu cau
vé hé théng bao mat, may cha c¢é cdu hinh manh, c6 kha ning mo rong nham dap ung
muc tiéu chung cua dy an ndi riéng va kha nang phét trién cua co s dir liéu dung
chung trong tuong lai.

M6 hinh mang méi caa Tong cuc KTTV phai dugce thiét ké dya trén kién tric mang
hién tai ciia Tong cuc nham toi wu hoa ha tang va tiét kiém chi phi dau tu. Tuy nhién
hé thong phai dam bao tinh sin sang ké ca viéc xay ra hong hoc doi véi mot thiét bi
phan ctimg, dam bao truy cap lién tuc téc do cao cho phan ving CSDL. Do d6 viéc
thiét ké hé théng tai Tong cuc KTTV phai dap ang mot s6 cac yéu cau sau:

- C6 dy phong cho céc thiét bi quan trong (c6 tir 2 thiét bi tré 18n chay dong thoi dam
bao khong xay ra gian doan hé thong khi co 15i xay ra trén 1 thiét bi. Cac thiét bi quan
trong phai c6 2 ngudn dién. Firewall, IPS Router phai cau hinh chay & ché do Cluster,
HA;

- Thiét bi mang, thiét bi bao mat phai tinh dén phuong an c6 thé tan dung lai thiét bi
hién c6 tai Trung tdm Dir liéu cua Tong cuc KTTV nham giam chi phi dau tu;

- May chii ¢ cau hinh twong ddi du manh dé c6 thé chay cac phan mém ung dung,
phan mém CSDL, twong thich véi cac hé diéu hanh Windows, linux cé kién truc 64
bit, hd tro 4o hoa, dung lugng 6 cimg luu trir ¢6 thé chua dir liéu trong vong 36 thang,
yu cau tdc do truy cip cao dap (ng viéc truy xuat khai thac dit liéu toc d6 nhanh;

- Viéc trién khai hé thong khong cho phép gian doan hé théng mang anh hudéng dén
nghiép vu cua cac don vi trong Tng cuc;

Cin ctr vao thiét ké tong thé, thiét ké logic hé thdng, dwa trén hién trang vé két ndi
mang, ha tang co s, cac thiét bi hién c6 va nhu cau quan ly, van hanh, luu trir khai
thac dir liéu ciia Tong cuc KTTV. Tu van dé xuét cac hop phan trong d6 bao gdm céc
hop phan vé ting cudng trang thiét bi phan cang (PC) va cac dich vu ki thuat kém
theo (DV) cu thé:

Bang 3. Pham vi diu tu

TT Hang muc dau tu Ghi chu

1 | Tang cwong an toan thong tin
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vuc Internet IN. Bam bao cac mdi
nguy co khong thé xam nhéap duoc
vao hé thdng.

Nang cap cap Switch Core Cisco Nexus 7000

Téang cuong nang luc xu ly tr 1G [1én

10G cho cac may chu BigData va

1.3 i
dau noi vat ly vai Firewall mai.

+ 44 cap module quang
+ 44 c&p quang 20mia1]

2 | Thiét bi CSDL Big data
2.1
2.2
2.3 | May chu tng dung

3 | Dich vu
3.1
3.2
3.3
3.4

May chu Name node

May chu Data node

Dich vu trién khai, lap dat va cai dat thiét bj

Dich vu tdi wu theo tiéu chuan CIS

Dich vu nang cap firmware (hoic OS) thiét bj

Dao tao chuyén giao cong nghé

3.2.1.2. Yéu cdu thiét bj firewall

Firewall duoc trang bi tai phan ving Internet In va Server Farm phai la Firewall thé
hé méi. Thiét bi phai tuong thich véi cac thiét bi hién c6, dac biét phai hoat dong rat
6n dinh bai vi vira thuc hién ngan chan tan cong tir viing Firewall nhung lai phai dép
ing yéu cau tuong thich vé téc d6 véi cap Switch Core hién tai. Thiét bi phai hd tro
da dang céc chuan vat ly ciing nhu cac tiéu chuan an toan théng tin méi nhat. Ngoai
ra dé giam thiéu cac rai ro vé chudi cung wng, trong thiét ké hé thong can huéng dén
da dang hoa cac vender (hdng cung cap) d6i vai cac giai phap, hé thong, thiét bi bao
mat ndi chung va thiét bi Firewall n6i riéng. Vi vay trong khudn khé cia du an can
dau tu cac thiét bi nam ngoai danh muc thiét bj dang sir dung tai Téng cuc Khi twong

Thity van. Yéu cau téi thiéu nhu sau:

Bang 4. Yéu cau tdi thiéu thiét bi Firewall
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TT | Noi dung yéu ciu Pap wng toi thiéu
1 | S6 cong dir liéu dong hd trg 8 x 1G/2.5G/5G/10G
2 | Sb cong dir liéu quang 10 Gbps hd tro 12 x 1G/10G SFP/SFP+
4 x 25G SFP28

3 | Cong quang tdc do cao 4 x 40G/100G
QSFP+/QSFP28

4 | Két ndi high availability 2 x 1G SFP, 1 x 40G QSFP+

5 ;F;Sgﬁ;;?;%) tuong Itra img dung 43.0 Ghps

6 | Thong lugng Threat Prevention 26 Gbps

7 | Thong lugng IPSEC 21 Gbps

8 | S6 phién két ndi VPN Site 2 site 4,000

9 | S6 lugng phién két ndi dong thoi 35M

10 | Sb lugng phién két ndi tao méi / gidy 270,000

11 | Sb chinh sach (security rules) 30,000

12 | SO NAT rules 6,000

13 | S6 ving an ninh (security zone) 4,000

14 | S virtual router 20

15 S{S tux(‘)’ngq h’Ift ao (:irtual system) co san va 10/20

c6 thé mé rong to1 da
16 | SO virtual wire 2,048
17 S6 phién két néi Remote VPN cho ngudi 15,000

dung tir xa

HAactive/active,

18 | Tinh nang HA ; i i
Inh nang active/passive, HA clustering

19 | Nguon / Cau tric thiét b 02 ngudn AC / Rackmount

3.2.1.3. Y&u cau thiét bi phong chéng tan céng c6 chi dich (ATP)
Thiét bi phong chdng tin cong cd cha dich (ATP) phai Ia thiét bi chuyén dung. La

tuyén phong thi cudi cung trude khi di vao hé thong. Cho nén, thiét bi nay phai giam
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sat da dang cac giao thirc truyén théng trén mang, phat hién ngay ca khi mdi nguy hai

chua di vao hé théng. Yéu cau ti thiéu nhu sau

Bang 5. Yéu cau tdi thiéu thiét bi phong chéng tin coéng cé chi dich

TT | Noi dung yéu ciu Pap ing tdi thiéu

1 | Thiét bi ngin chin mdi nguy co (IPS)

1.1 | Dang thiét bj Dang thiét bi doc 1ap 1ip Rack

> 08 cong kém theo céc loai linh kién Card,
SFP/SFP+ dé dam bao toc d6 10Gbps, hd
tro bypass

Cdng dit liéu quang 10
Gbps

Cong danh rieng choquan | . L
C6 cdng quan tri riéng

tri

Do tré <40 ps
Thong lugng IPS > 03 Gbps
S6 luong

session/connection dong > 120,000,000 sessions
thoi hd tro toi da

S6 luong két ndi mai trén

~ > 650,000
giay hd tro -

Giai phap TPS phai hd tro ché do tu twong
H& tro ché d6 twong thich | thich cau hinh, cho phép canh béo hoic vo
cau hinh hiéu céc rule khdng hiéu qua trong truong
hop hé théng bi nghén

HG tro ché do hoat dong bypass & 16p 2 dé
bypass luu lwong mang ngay ca khi thiét bi

Ché d¢ hoat dong ) .
dang hoat dong, hoac luc phan mém bi loi
nhu hong firmware, hay bo nhé bi 16i.

H& tro cac co ché HA active/active, active/passive

Phai hd tro phat hién xam nhap/tan

Tinh nang bao mat ) j _q o
cong/traffic nguy hiém dua trén sigatures,
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TT | Noi dung yéu ciu Pap wng toi thiéu

protocol anomaly, 16 hong bao mat, trafffic
anomaly

Cong cu quan tri tap trung céc thiét bj IPS

Kha nang tich hop voi hd tro import danh gia vé cac 16 hdng bao
cong cu do quét 16 hdng mat tir bén thir ba nhu Qualys, Rapid?7,
bao mat Nessus.., tir 6 cho phép nha quan tri ap dat

cac rule vé ao 16 hong bao mat nhanh chong

Cong cu quan tri tap trung céc thiét bj IPS

Kha ning tich hop Vi hd trg import danh gia vé cac 16 hong bao
cong cu do quét 16 hong mat tir bén thir ba nhu Qualys, Rapid7,
bao mat Nessus.., tir 6 cho phép nha quan tri ap dat

cac rule vé a0 16 hong bao mat nhanh chéng

2 | Thiét bi phat hién méi nguy co (DDI)

1.1 | Dang thiét bj Hardware box kém phan mém chuyén dung
1.2 | Nang lyc X 1y phén tich duogc luu luong téi thiéu 1 Gbps
1.3 | Sé lwong sandbox hd tro 4

- Giam sat hon 100 giao thirc mang trén tat ca

L cac cong dich vy mang nham phét hién ma doc
1.4 | Tinh nang bao mat . . .
- Kha nang phat hién ma dgc vai sandbox tich

hop sin (sandbox c6 kha ning tuy chinh)

Moi truong gia lap (sandbox)

15| ., . \
can ho tro cac hé diéu hanh

Windows, Linux, Mac OS

Kha ning phan tich cac file | Cho phép import password dé phan tich file nén
1.6 | nén c6 dat mat khau dugc bao vé bai password nham phat hién
(password-protected files) malware

3.2.1.4. Y&u cdu nang cdp cap Switch Core Cisco Nexus 7000

Nham dap ¢ng yéu cau téc 10G cua hé thong BigData can thiét phai nang cap cap
switch Core Cisco Nexus 7000 c6 sin tai tong cuc. Cap switch core nay c6 hd tro toc
d6 1Gbps/10Gbps, Vi vay, can nang cap dong bo cac module quang toc 6 10G, cu

thé nhu sau:
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Bang 6. Y&u cau nang cap 01 cip switch Core Cisco Nexus 7000

TT | Noi dung yéu ciu S6 lwong | Pap vng t6i thiéu
1 | Module quang 44 cap | 10Gbps SPF+ Céng LC chuan Ethernet
2 | Cépquang LC-LC |44 soi | 20m

3.2.1.5. Yéu cau vé dich vu

a) Dich vu 1: Trién khai, lap dat va cai dat thiét bi méi dugc dau tu trong dy an

Céc thiét bi va phan mém trang bi cho goi thau nay &p dung nhiing cdng nghé maéi nhat, tién tién

nhat, mot s thiét bi 1a chuyén dung. Bé dam bao 1am chat luong can thiét phai mua dich vy trién

khai, l4p dat va cai dat thiét bi ban dau phu hop véi cac yéu ciu do TCKTTV dua ra.

b) Dich vu 2: Dich téi wu héa, cap nhat hé diéu hanh méi cho céc thiét bi cong nghé théng

tin tai Tong cuc Khi tugng Thiy van.

e Tbi uu hoa va dam bao cau hinh thiét bi dwoc quy chuan theo CIS

Khao sat ciu hinh hién tai cua céc thiét bi mang trong Trung tam di liéu;
So sanh, danh gia véi quy chuan;
Lap ké hoach;

Trién khai thuc hién.

e Nang cap hé diéu hanh: Nang cap OS cac thiét bi thuoc Trung tam dix liéu TCKTTV trong

pham vi duoc chii dau tu dwa ra bao gdm nhung khéng giGi han: Router, Switch, Load-

Balancer, Firewall, DDoS.... Yéu cau trong qué trinh nang cap cap nhat dam bao khong

gian doan dich vy, cy thé:

Khao sat h¢ diéu hanh hién tai va dua ra cac khuyén nghi;

So sanh, danh gia sy phi hop véi quy chuan, sy phi hop véi cac khuyén nghi cua
héng;

Lap ké hoach;

Trién khai thuc hién.

o Raso4t va ti wu hoa cac chinh sach “rule/policy” trén cac thiét bi Firewall

Bao gom cac thiét bi cua di an ciing nhu cac thiét bi Firewall, thiét bi can bang tai, Router

dang hoat dong dé dong bo xuyén sudt hé théng chinh sach trén toan hé thong.

Khao sat cac chinh sach hién tai va thuc hién tai liéu hoa;
Ra soét nhu cau cua ngudi dung ddi véi céc ludng dit liéu can di qua Firewall;
Thiét ké va dong bo chinh sach theo Phuong an téi uu;

Lap ké hoach trién khai trén tit ca céc thiét bi Firewall;
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e Dong by, téi wu cau hinh hé thong
Thuc hién di voi tat ca cac thiét bi trong Trung tam di liéu nham dam béo viéc trién khai
Xuyén subt
- Ra soat cau hinh hién tai cua céc thiét bj “Middleware devices” bén trong Trung tAm
dur liéu;
- Céu hinh cac tinh ning lién quan trén cac thiét bi dang van hanh thugc Trung tam di
liéu nham dam bao van hanh xuyén suét cia cac nhém thiét bi méi;
¢) Dich vu 4: DPao tao chuyén giao cong nghé
Dé dam bao lam chu hé thdng dic biét 1a cac hang muc mai bd sung, can phai té chic cac
khoa dao tao chuyén giao cong nghé tai TCKTTV. Bao gém cac ndi dung tdi thiéu:
- Huéng dan lap dit, cai dat, van hanh thiét bi
- Huéng dan quan tri, cdu hinh hé théng
- Hudng dan khai thac hé théng

Ghi chii: Cac khéa dao tao phai bao gom céc tai liéu do chinh hing cung cap.

3.2.2. Thiét ké tiang cwong an toan théng tin
Cin ctr theo danh gia hién trang trén, xac dinh 02 phan viing can wu tién ting cudng

bao vé trudc nhu sau:

e Phan vung Internet In: Bay |a phan viing cung cip céc dich vu thiét yéu cho toan
bo hé théng. La chét chan cudi cung cac méi nguy hai, ludn thuong truc mbi nguy
hai trong hé thdng. Vi vay, can thiét phai chu dong phong thu bang thiét bi chuyén
dung. Nhu vay, firewall bao mat tai phan viing nay géom:

Bang 7. Thiét bj tai phan ving Internet In

TT | Chung loai S6 lugng | Ghi chd
Firewall thé hé méi 02 Trang bi méi
ATP
+ Thiét bi phan tich méi nguy hai (DDI) 01 Trang bi moi
+ Thiét bi ngan chan mdi nguy hai (ISP) 02 Trang bi moi

Ghi chi: Luu lugng sach (da duoc loc qua Firewall) tir Firewall di vao dén ving
Internet IN vao ldc tai cao chiém bang thong khoang 100Mps. Nhu vay, phuong
an str dung Firewall 1G dung truéc phan viing nay lam nhiém vy déng, mé cong
Ia hoan toan kha thi.

Trang 37



Thiét ké thi cong ha tang ky thugt, an toan thong tin

e Phan ving ServerFarm: Tuong tu nhu phan vung Internet IN, thiét bi trang bi tur
nim 2018. DAy la phan ving, c6 y nghia dic biét quan trong lién quan truc tiép
dén dix liéu va cc (ing dung hé théng. Cho nén, can phai ting cuong bao vé bang
firewall thé hé mai. Bén canh dé, vu tién bao vé phan ving dit liéu bing céch s
dung lai Firewall Checkpoint 5900.

Bang 8. Danh sach thiét bi tai phan viing Server Farm

TT | Chung loai S6 lwong | Ghi cha

1 | Firewall thé hé moi 02 Trang bi méi
Thiét bi da co, bao vé riéng
cho Server Farm database

2 | Firewall Checkpoint 5900 01

Nhu vay, phan ving nay chi mé cac cong dich vu cua co so di liéu (vi du nhu
cong 1521/Oracle hoic 1433/MSSQLServer). Téc do 1G khi truy van CSDL la hoan
toan kha khi. Bai vi, toc do doc ghi giita may chi CSDL véi SAN/Storage chay qua
SAN Switch (khéng chay qua switch 1G) cho nén hoan toan khdng anh hudéng dén
tdc do xir ly dix liéu cua hé théng.

Bang 9. Bang tong hep danh séach thiét bi bao mat

TT | Chiing loai S6 lwgng | Ghi cha

1 | Internet In
1.1 | Ddos DefensePro 02 D3 co san
1.2 | Firewall thé hé méi 02 Trang bi méi
1.3 | ATP

+ Thiét bi phan tich méi nguy hai (DDI) 01 Trang bi méi
+ Thiét bi ngin chian méi nguy hai (IPS) 02 Trang bi moi
2 | Internet Out

2.1 | Check Point 5900 01 ba co, gilr nguyén
3 | Server Farm
3.1 | Firewall thé h¢ moi 02 Trang bi méi
3.2 | Firewall Checkpoint 5900 01 ba co6, bao vé riéng Server
Farm DB

3.2.3. Phwong dn téi wu thiét bj

Nhu di phan tich danh gia trong muc hién trang, khong chi thiét bi bao mat, c4c thiét
bi mang, may cha ciing can duoc ra soat tdi wu theo tidu chuan bao mat CIS méi nhat
va can nang cap firmware (hoic hé diéu hanh) theo khuyén nghi cua hang san xut
dé phat huy hét nang luc thiét bi. Bén canh do, tiéu chuan CIS khéng sir dung giao
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thize dinh tuyén dong OSPF (chi sir dung giao thuc dinh tuyén tinh). Cho nén, giai
quyét duoc cac vuéng mic dang gip phai.

Bang 10. Danh muc thiét bi can téi wu

TT | Thiét bi Ghi chu
1 | Switch Thuce hién trudc khi ldp dat thiét bi moi
2 | Router Thuce hién trudc khi ldp dat thiét bi moi
3 | Firewall va thiét bi bao mat Thuc hién trudc khi lap dat thiét bi moi
4 | Céc thiét bi may chu Thuc hién truéc khi ldp dat thiét bi moi
5 | Can bang tai Thuc hién truée khi lap dat thiét bi moi

Cau hinh két ndi gitra cac phan ving trong hé thong sé duoc di qua téi thiéu 01
firewall, cac phan vung quan trong nhu datatabase, Internet In sé di qua 02 firewall
cua cac hang khac nhau. Bén canh do, cac nhan sy van hanh cua cic phan vung nay
cling s& khac nhau dé dam bao dit liéu di vao cac phan ving quan trong bat buoc phai
di qua 02 thiét bi va phai duoc ma rule bang 02 nhan sy khac nhau.

Bang 11. Bang quy hoach dia chi mang IP

TT | VLAN Dai IP Gateway

1 |Vlan 14 —-TTCNTT2 10.151.3.0/25 10.151.3.1

2 | Vlan 15 — Cao khong 10.151.4.0/24 10.151.4.1

3 | Vlan 60 — Mang ludi 10.151.5.0/24 10.151.5.1

4 | Vlan 100 — Management 10.152.1.64/26 10.152.1.126
5 | Vlan 110 - LMS_ACS 10.152.1.0/29 10.152.1.1

6 | Vlan 115 - CN_ServerFarm | 10.152.0.8/29 10.152.0.12
7 | Vlan 513 — Gateway-User 10.151.2.128/25 10.151.2.129

- Video Conference st dung 2 dai IP 10.1.0.0/28 va 10.151.37.128/25 dé phuc vu
két ndi vai nha mang va cung cap két ndi dén cac thiét bi dau cudi sir dung hoi
nghi truyén hinh.

- Management sir dung VLAN 100 va dai mang IP 10.152.1.64/26 dé quan tri.

- Céac End User tuong (ng véi cac phong ban dugc cau hinh cac VLAN khac nhau,
su dung default gateway ao trén cap Switch Core (Cap switch core sir dung giao
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thire HSRP dé dam bao dy phong).

- TW sir dung dai IP 10.152.0.48/29 dé tham gia dinh tuyén voi dai IP
10.151.0.0/23 danh cho cac endpoint.

- Cao khong st dung VLAN 60 voi dai dia chi 10.151.5.0/24 danh cho cac

endpoint.
- User CNTT str dyng VLAN 513 vai dai IP 10.151.2.128/25 danh cho céc

endpoint.

Ghi cha: Céc file cau hinh s& duoc sao luu dinh ky cua trén may chu FPT trong hé
théng.

3.2.4. Md ta mét sé luong di liéu quan treng

3.2.4.1. Cung cép dich vu truy cap tir ngoai Internet

Pay 1a ludng dir liéu incoming, huéng dix lidu s& di tir nguoi dung tir ngoai Internet
vao trong hé théng. Vi du nhu ngudi ding ngoai Internet truy cap Webiste Tong cuc

hoic truy cap céc dich vu chuyén nganh cua Tong cuc.

(1) Nguoi dung (8) May chu

Internet Web (9) Switch Core

(10) Firewall m&i

(2) DDOS (7) F5 Big (Server Farm)

(3) Router

ASR1001X (6) Switch 3850 (11) Swich Core

(4) Firewall m¢i (5) ATP (IPS) (1%) May chu
(Internet In) Ung dung

Hinh 3. So d6 ludng dir liéu tir ngoai Internet vao hé théng

3.2.4.2. Cung cép dich vu két ndi tir viing User ra ngoai Internet (Outgoing)
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Pay la ludng dit liéu outgoing, hudng dir liéu s& di trong hé thong ra ngoai Internet,

Vi du nhu nguoi dung tir vang User truy cap Internet.

Vung User Internet

Switch Acess 2960 Router Cisco 3900

Switch Core Check Point 5900

Hinh 4. So d6 ludng dir liéu tir ving User truy cap Internet
3.2.4.3. Cung cap dich vu két ndi tir vang Internet IN ra ngoai Internet
Tai phan viing nay cac may cha van can phai két ndi Internet dé sir dung céc dich vu
nhu: Dich vu ddng b thai gian (NTP), dich vu cap nhat ban vé (Internet Proxy) tur

nha san xuat, dich vu Email.

Mic du ving nay c6 két ndi dén 02 ISP, tuy nhién, két ndi 02 ISP chi danh cho chiéu
Incoming. D4i véi chiéu outgoing, viing nay sé& di qua Swich core dén ving Internet

Outgoing va di ra ngoai Internet.
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Vung Internet IN Check Point 5900 Switch Acess 2960

Swﬂgg SAé:cess Firewall ASA 5540 Router Cisco 3900

. Switch Access
Switch Core 2960 Internet

Hinh 5. Ludng dir liéu tir viing Internet IN di ra ngoai Internet
Ludng dir liéu nay khi di dén Firewall s& loc cac domain, cong, tiép theo s& ligu s&
giri dén Check Point 5900 dé loc cac ma doc trudce khi di ra ngoai Internet thong qua

ISP.

3.2.4.4. Ludng dir ligu tir ving User vao ving tng dung

Vung User Firewall mdi

Switch Acess 2960 Switch Core

Switch Core May chd &ng dung

Hinh 6. Ludng dix liéu tir viing User di vao &ng dung
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3.2.5. Thiét ké trang bj h¢ théng Bigdata

3.2.3.1 Nhu céu vé lwu trir dir liéu tai Tong cuc.

Bang 12. Tinh toan dir liéu vé nhu cu lwu trir tai téng cuc

cho 03 nam

STT | Danh muc dir li¢u Dung lwong | Dung lwong | Ghichu

ngay hang nam (
Trung binh | GB)
(GB/ngay)

Dit liéu quan trac noi dia 1.1 401.5

Dit liéu quan trac ngoai dia | 2.3 839.5

Dt liéu vé tinh dia tinh 6 2190

Dt liéu vé tinh cuc 8 2920

Dir liéu rada 10 rada, mdi Rada
25 9125 2 5GB/ngay

Dt liéu dinh vi set 0.3 109.5

Dit liéu du bao Phuc vu cho viéc
15 547.5 danh giad va quan

’ ly du béo.

Dir liéu quan trac thu nhan

Mang lugi KTTV 08 292

Dit liéu khac 200

Tong cong 16.625

Ti Ié du liéu phét trién hang

nam : 115%

Tong dung lwong can thiet 57.356.25

3.2.3.2 Pinh ¢ hé thong.

3.2.5.1.1. Dung lwgng lwu triv
Pé tinh dung luwong 6 ctng luu trit cho méi may data node trong mang Hadoop
str dung HDFS, can luu ¥ rang HDFS luu trit dir liéu theo co ché chia nho va phan
tan trén cac node. Theo mic dinh, Hadoop str dung co ché chia nho dix liéu thanh céc
khéi (block) c6 kich thude miac dinh 1a 128MB (tuy nhién, cé thé diéu chinh).

Dua vao luong dir liéu 1a 20TB, ta can tinh sé luong khéi dit liéu va sau do
xac dinh dung lugng 6 cang can thiét cho mdi may data node. Trong trudng hop nay,
ta s& gia dinh mdi khéi c6 kich thudc 128MB.

- Tinh s6 luong khéi dit liéu 1 TB = 1024 GB do vay véi luong dit liéu 20 TB = 20 *
1024 GB = 20480 GB
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véi khéi co kich thuée la 128MB = 0.128 GB
- S6 lwgng khdi dir liéu = 20480 GB / 0.128 GB = 160,000 khéi

- Tinh dung luong 6 ciing can thiét cho mdi may data node Vi HDFS luu trir cac ban
sao (replicas) cua di liéu, mic dinh 1a 2 ban sao. Diéu nay dam bao tinh sin sang va
dang tin cay cua dir li¢u trong moi treong phan tan.

MJi may data node can luu trit mot ban sao caa cac khéi dit liéu nay.

Dung luong 6 cing can thiét cho mdi may data node = Tong dung luong dit liéu / S&
lwong may data node. Dung lugng 6 cting can thiét cho mdi may data node = 60TB /
5= 12TB Vi 20% luu trit dé tréng dé dam bao hiéu nang truy suat dir liéu nén s& can
dung luong cho mdi node 1a 14,4TB. Vay, dé luu trit lugng dix liéu 20TB trén 5 may
data node sir dung HDFS véi cong nghé Hadoop, mdi may data node can ¢4 it nhat
14,4TB dung luong 6 cing luu tri.

Céac dé xuat vé kich thude va diéu chinh khac nhau dua trén loai trién khai, dya trén
c4c yéu té trién khai nhat dinh trong mién va méi trudng Hadoop, ta c6 thé trién khai
& mirc co ban véi céc tiéu tri trién khai tich hop k¥ thuat dit liéu nhu sau:

Sé lrong ngwoi dung hoat déng

S6 lugng ngudi dung dang lam viéc trén kho dit liéu mé hinh trong qué trinh thiét ké,
sir dung c6ng cu Analyst hoac chay cac cong viéc ky thuat di liéu trong moi trueong
chay thoi gian goc hoac Hadoop tai bat ky thoi diém nao.

Sé lwgng dong thoi ciia cac anh xa dwoc ddy xuéng

Tong s6 anh xa dang chay trén cac dong co Blaze, Spark hoic Hive ma duoc guri dong
thoi dén Dich vu tich hop dix liéu.

Sé lwong déi twong trong kho dé ligu md hinh

Tong s6 dbi tuong thiét ké va chay thoi gian trong kho dit liéu mé hinh. Vi du, d6i
tuong dir liéu, anh xa, ludng céng viéc va tng dung.

Sé lwong 1ing dung trién khai

Tong s ung dung duogc trién khai trén tat ca Dich vu tich hop dir liéu trong mién
Hadoop.

Sé lwong déi twong méi ing dung

Tong sb dbi twong cua tat ca cac loai dugc trién khai 1a mot phan caa mét tng dung
duy nhat.
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Tong lwong di# liéu van hanh

Téng luong dit lidu duoc xu 1y trong méi treong Hadoop tai bat ky thoi diém nao.

Tong sé nat di ligu
Téng sé nat dix liéu trong cum Hadoop.

yarn.nodemanager.resource.cpu-vcores

M6t thudc tinh trong tép yarn-site.xml trén cum Hadoop xac dinh s 16i 40 cho céc

container.

yarn.nodemanager.resource.memory-mb

Mot thudc tinh trong tép yarn-site.xml trén cum Hadoop xac dinh bo nhé vat Iy t6i da

c6 san cho cac container.

Yéu té trién khai

Trién khai & mic tiéu chuin

S6 nguoi dung dang hoat dong dong thoi 10

S6 luong anh xa day xudng dong thoi 1000 — 2000
S6 ddi tugng trong kho Model < 20,000

S6 luong tng dung da trién khai < 100

S6 dbi twong trén moi tng dung 50 -100

Tong khéi lwong dit liéu van hanh trén cum may>500 GB

tinh

Doi vai cac truong hop sir dung xir Iy hang loat

1 triéu

MGoi trwong Hadoop

Bang sau day chira cic hudng dan vé cac yéu t trién khai trong méi trudng Hadoop

Yéu té trién khai

Trién khai & muc tiéu chuin

Tong so nat dir liu 9
yarn.nodemanager.resource.cpu-vcores 24
yarn.nodemanager.resource.memory-mb >49152 MB

Khuyén nghi vé dinh cé may chi
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Bang sau liét ké cac yéu cau phan cing tdi thiéu va téi wu cho cum Hadoop

Phan citng

Trién khai & mc tiéu chuin

Toc do CPU 2 -2.5GHz

Ldi CPU logic hoac ao 24

Tong bo nhé hé thong 128 GB

Khong gian dia cuc bo cho500 GB

yarn.nodemanager.local-dirs1

Kich thuéc khéi DFS 128 MB

Hé sb sao chép HDFS 3

Dung lugng dia 3TB

Tong s6 dia cho HDFS 8 (st dung Raid5 véi 1 6 dia
parity&1 6 spare)

Tong dung lwong HDFS trén mai nat 14,4 TB

S6 node data 5

Tong dung lugng HDFS trén cum 60 TB

Dung luong HDFS thuc té (c6 sao chép) 3TB

tmp mount 20 GB

Yéu cau dung luong dia cai dat 22 GB

Bang thong mang (Ethernet) 10 Gbps (bonded channel)

Trang 46



Thiét ké thi cong ha tang ky thugt, an toan thong tin

3.2.5.1.2. May chu riéng phan vang Database (DB zone)

Phan vung Database danh riéng cho viéc luu trit dir liéu va phan tach vai cac
phan viing mang khac dé dam bao tinh bao mat dir liéu. Phan vung di liéu chi cho
phép truy cap tir Phan ving (ng dung, Phan viing admin véi mot s6 dich vu can truy
cap vao duir liéu théng qua firewall.
> May chi Name Node 1, 2

May chu Name node 1 cai dit cac (rng dung Master chiu trach nhiém thu nhan
thong tin, diéu phédi va diéu khién cac may chu data node. Pay la may chi quan trong
trong hé thong Bigdata, néu may cha nay ding hoat dong thi s& lam dirng toan bo hé
théng Bigdata, vi vay may chit Name node 1 duoc du phong bai méay chu Name node
2 dong vai tro 1a Slave hay Secondary. Khi may chu 1 dirng hoat dong thi may chu
Name node 2 s& dong vai tro lam Master va hé théng van c6 thé hoat dong. Cac tng
dung cai dat trén may chu Name node 1 bao gom:

- HDFS Name Node

- Mapreduce JobTracker
- ES Master node

- Hbase HMaster node

- Yarn Resource Manager
- ZooKeeper

- Ambari agent

- Apache Oozie

Két luan: dé dam bao sy hoat dong tt va dap tng yéu cau caa hé thong, Vi
vay cau hinh dé xuat CPU 24core va RAM 64 GB.

Két ndi mang Ethernet can dam bao yéu té truy xuat nhanh véi bang thong
rong 10GB/s va it nhat 2 port, trong d6 1 port du phong.

» Cdc may chu DataNode

Céac may chu Data node dong vai tro chinh trong viéc luu trir dir liéu. Ngoai ra
con dam nhiém viéc xur ly dit liéu Mapreduce. Déng thoi cac data node duoc cai dat
cac (ing dung worker dé giam sat tai nguyén data node. Cac ung dung duoc cai dat
bao gom:

- HDFS data node

- Mapreduce TaskTracker
- ES Data node

- Yarn node Manager

- Hbase Region Server

- Ambari agent

Véi nhiém vu chinh luu trir dit liéu thi Datanode can thiét phai dam bao duoc
cac thdng s sau:
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- Storage c¢6 dung lugng luu trir 18TB danh riéng cho dit liéu va 0.5TB
danh cho OS va cai dat ing dung.

- Storage dam bao chay vai bo diéu khién RAID 5E dé dam bao tinh duy
phong cua 6 ctng luu trit.

- Tan suat truy cap dit liéu nhiéu do chira legng 16n dit liéu tir cac tng
dung database nhu HDFS, Hbase, ES, Mapreduce vi viy IPOS can dat
t6i thiéu 20000.

Cac tng dung database yéu cau cao vé CPU va RAM dé d¢am bao cac hoat
d6ng nén va dap tng nhanh cé&c yéu cau truy van di liéu vi vay cdu hinh dé xuit CPU
48core va RAM 256 GB.

Storage dam bao chay véi bo diéu khién RAID 5 dé dam bao tinh du phong
cua 6 cung luu trir.

Két ndi mang Ethernet can dam bao yéu té truy xuat nhanh véi bang thong
rong 10GB/s va it nhat 4 port, trong d6 1 port du phong.
3.2.5.1.3. Mdy chii riéng phan viing Ung dung ( App Zone).
> May chu #rng dung (APP server)

May chu ting dung (APP server) dong vai tro cung cap cac ung dung co s va
cho phép truy cap, trién khai va van hanh cac ang dung lap trinh. Cac ¢ng dung co
s& dé truy cap vao co s dit liéu nhu: HiveService, Sqoop, Flume hoac trién khai cac
ung dung phan tich va xir ly dir liéu nhu: Storm, Spark, Mahout, Drill, PIG. Hoac (ng
dung giam sat hé théng nhu Ambari web. Céac tng dung cai dit bao gom:

- Apache Spark driver application
- HiveService
Apache Drill
- Apache PIG
- Apache Mahout
- Apache SQOOP
- Apache FLUME
- Apache Storm Master
- Apache Spark cluster Manager
- Ambari web
- Apache Tomcat

Cac utng dung chay khong doi hoi storage Iuu trir dit liéu 16n chi luu trir log
v6i 0.8T va 0.5T danh cho OS va cai dat cic ung dung. Storage dam bao chay vai bo
diéu khién RAID 5 dé dam bao tinh du phong cua 6 cing luu trit.

Két ndi mang Ethernet can dam bao yéu té truy xuat nhanh véi bang théng
rong 10GB/s va it nhat 4 port, trong d6 1 port du phong.

Do chay ddng thoi nhiéu tng dung vi vay yéu cau dung luong RAM 128G va
CPU 48 core
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> May cha Worker

Cac may chu trién khai céc tng dung worker dong vai trd chay cac tac vu xir
ly dir liéu, tinh toan dang Data Stream hoac Data Flow. C4c ung dung cai dat bao
gom:

Kafka worker
Apache Storm worker
Apache Spark Worker
Ambari agent

Véi nhiém vu dac biét xir 1y va tinh toan cao va dac biét 1a xir ly tinh toén trén
bo nhd RAM thi cac may chu worker can duoc trang bi CPU manh mé véi 48 core
va dung luong RAM 128G.

Céc tng dung chay khong doi hai storage luu trir dit liéu Ion chi Iuvu trix log
v6i 0.8T va 0.5T danh cho OS va cai dat cac ung dung. Storage dam bao chay vai bo
diéu khién RAID 5 dé d¢am bao tinh dy phong cua 6 cing luu tri.

Két ndi mang Ethernet can dam bao yéu té truy xuat nhanh véi bang thong
rong 10GB/s va it nhat 4 port, trong d6 1 port du phong.
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3.2.3.3 Danh muc dé xuét cdu hinh may cha va thiét bi mang cho hé thdng

Bigdata gém
S6 Chtrc nang, ting
Ten may | luong | 4 1o duoc cai dat RAM | CPU | Storage | pa1p | Ethernet
chu may o (GB) | (Core) | (TB)
, trén may
chu
May chu
riéng phan
vung 7
Database
(DB zone)
HDFS Name Node
Mapreduce
JobTracker
ES Master node
Name Hbase HMaster node RAID | 4 Port
1 64 24 0.96
Node 1 Yarn Resource 1 10Gb
Manager
ZooKeeper
Ambari agent
Apache Oozie
HDFS Secondary
Name Node
Mapreduce
JobTracker
mr;eez 1 | secondary 64 24 0.96 R'AiID i(l;’cc;)[)t
ES Secondary
Master node
Hbase Secondary
Master node
HDFS data node
Data Mapreduce 256 20 |RAID| 4Port
1 | TaskTracker 48
Node 1 ES Data node 5 10Gb
Yarn node Manager
HDFS data node
Data Mapreduce 256 20 |RAID| 4Port
1 | TaskTracker 48
Node 2 ES Data node 5 10Gb
Yarn node Manager
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1.5

Data
Node 3

HDFS data node
Mapreduce
TaskTracker

ES Data node

Yarn node Manager

256

48

20

RAID

4 Port
10Gb

1.6

Data
Node 4

HDFS data node
Mapreduce
TaskTracker

ES Data node

Yarn node Manager

256

48

20

RAID

4 Port
10Gb

1.7

Data
Node 5

HDFS data node
Mapreduce
TaskTracker

ES Data node

Yarn node Manager

256

48

20

RAID

4 Port
10Gb

May chu
phan vung
ung dung
(APP Zone)

2.1

APP

Apache Spark driver
application
HiveService
Apache Drill
Apache PIG
Apache Mahout &
SparkMlib
Apache SQOOP
ApacheFLUME
Apache Storm
Master

Apache Spark
cluster Manager
Ambari web
Tomcat

128

48

RAID

4 Port
10Gb

2.2

Worker 1

Kafka worker
Apache Storm
worker
Apache Spark
Worker
Ambari agent

128

48

RAID

4 Port
10Gh

2.3

Worker 2

Kafka worker
Apache Storm
worker
Apache Spark
Worker

128

48

RAID

4 Port
10Gb
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Ambari agent

Kafka worker

Apache Storm

worker RAID | 4 Port
2.4 Worker 3 Apache Spark 128 48 5 10Gb

Worker

Ambari agent
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3.2.3.4 Thiét ké chi tiét ha tang Bigdata
Hé thdng Bigdata duoc chia 1am 02 phan ving: DB Zone va App Zone

> Phan vung Database (DB Zone)

Phan viing Database quy hoach cho toan bo cac tng dung luu trix dit liéu, can
dam bao tinh bao mat cao vi vay can han ché téi da cac truy cap trai phép hoic khong
can thiét tir cac phan viing khac, chi cho phép cac truy cap can thiét tir phan ving tng
dung va phan ving van hanh dé phuc vu van hanh hé théng.

Phan ving DB Zone bao gém: 02 Server Name Node, 05 Server Database +
01 Server Sé hoa:
> Phan vung wng dung (App Zone)

Phan viing ang dung quy hoach cho toan bo céc server chay cac tng dung co
so cho nguoi dung hoac cc ng dung lap trinh xu ly, tinh toan dir liéu. Phan vung
nay cho phép truy cap tir bén ngoai bai nguoi dung, tir phén vang VPN, phéan vung
Admin dé truy cap van hanh cac ¢ng dung.

Phan ving App Zone bao gém: 01 Server APP, 03 Server Worker + 01 Server S6
hoa,

Nhu vay, md hinh tdng thé sau khi bé sung thiét bi cho hé théng nhu sau:
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PRTG server Time server AV server | 4 f @
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Cha Thich — WAN - Serial —_— Copper 10/100/1000 MB
iSCSI 10GB

Fiber Channel 40GB
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Hinh 7. M@ hinh tong thé sau khi da bo sung thiét bi
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3.2.3.5 Thong sé k¥ thuat thiét bi

Théng sb ky thuat thiét bi

- : A A Lo PON VI SO
STT | TEN THIET BI Yeéu cau ky thuat TiNH LUGNG
I Trang thiét bi van hanh nén tiang CSDL hadoop va Bigdata
1 | May chi phan vung @ng dung
1.2 4
CPU Intel® Xeon® Gold 5318N 2.1G, 24C/48T, 5
11.2GT/s, 36M Cache
RAM DDR 128GB 1
Storage SSD 3x2TB (RAID 5) 1
Network 04x10Gbps (Bao gém thé quang SEP+); 1
Cables 04 B¢ day nhay quang Cable LC-LC 1
2 | May chi phan vung database
May chu
21 Database Node >
CPU Intel® Xeon® Gold 5318N 2.1G, 24C/48T, 5
11.2GT/s, 36M Cache
RAM DDR 256GB 1
Storage SSD 4x7.68TB (RAID 5) 1
Network 04x10Gbps (Bao gom thé quang SFP+); 1
Cables 04 B¢ day nhay quang Cable LC-LC 1
May chu Name iy
2.2 Node Chiec 2
CPU Intel® Xeon® Silver 4410Y 2G, 12C/24T, 9
16GT/s, 30M Cache
RAM DDR 64GB 1
Storage SSD 02x960GB (RAID 1) 1
Network 04x10Gbps (Bao gém thé quang SEP+); 1
Cables 04 B¢ day nhay quang Cable LC-LC 1

3.2.6. M0 td phwong dn ldp dgt thiét bj
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|
|
g

E

g
(1

1

=

[]

I
1
H
3

PIN UPS

MAT BANG TTDL

Hinh 8. So @6 mit bang Trung tam dir ligu
Hién tai TTDL cua Tong cuc Khi twong Thay van da di vao hoat dong, dat tai
tang 3, trén dién tich gan 100m2. D3 duoc trang bi day du tit ca cc hang muc theo
tiéu chuan caa mot TTDL bao gom: hé théng San Nang, UPS, bao chay, b4o khéi, hé
thdng diéu hoa, tiép dia. . ...
Hé théng UPS: Pa dugc trang bj thiét bj cong suat 450KVA, Cong xuét tiéu
thu hién tai chi chiém 10-15%.

3.2.6.1. Phwong dn lip dit thiét bi mang va thiét bi bao mat

Hé théng c6 b sung thém 07 thiét bi, theo khao sét tii rack 1 tai phong Network dang
st dung tir UO1 — U20, vi vay, thiét bi trién khai s& lap dat tai ta rack nay.
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U4l -4z

U39 —1adn

U37 - L13g

u2a

OF i thigt bj

Do

P52

IFE1

Hinh 9. So d6 lap dit thiét bi trén ta rack

Bang 13. Chi tiét danh sach thiét bj s&é dworc ldp dit tai th rack 1

TT | Thiét bi Ghi chi Rackl | Rack Unit (Toa
do)
1 | Firewall 1 Pau tu méi 1
: \ : U22 - U28
2 | Firewall 2 Pau tu moi 1
3 | Switch Core 7000 Tai su dung 1
_ — U30 — U34
4 | Switch Core 7000 Tai su dung 1
5 | ATP (IDD 1000) Pau tu moi 1
6 | ATP(TPS)1 Pau tu méi 1 U36 — U42
7 | ATP (TPS) 2 Pau tu moi 1
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3.2.6.2. Phwong dn lip dgt thiét bi may cha

RACK 16

ODF ( PA CO) ¥

P
SERVER APP
SERVER WORKER 1 I_ |

SERVER WORKER2 |
SERVER WORKER 3 r |

'|_I_._L_J_I_._|_ILLJ||IIII|I

SERVER SO HOA 01
SERVER NAME NODE 01

SERVER NAME NODE 02
SERVER DATABASE NODE 05

SERVER DATABASE NODE 04
SERVER DATABASE NODE 03
SERVER DATABASE NODE 02
SERVER DATABASE NODE 01

Lo, L [ L UL

Rack 42U

-
-

CHI TIET TU RACK

Hinh 10. So do lip dit may chi trén ta rack 16
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ODF { DA CO) ODF (DA CO)

ERVER SO HOA 02

CAP QUANG { DA CO ) HOAC DAY NHAY QUANG

Thang cip

RACK 16 RACK 1

SERVER _AFP
SERVER WORKER 1

SERVER WORKER 2

SERVER _WORKER 3

SERVER SO HOA 01

SERVER NAME NODE 01
SERVER NAME NODE 02
SERVER DATABASE NODE 035
SERVER DATABASE NODE 04
SERVER DATABASE NODE 03
SERVER DATABASE NODE 02
SERVER DATABASE NODE 01

SWITCH_ CORE 7000 , i—
SWITCHCORE 2000, gr=—""mmy

Rack 42U
U U

SO bO DAU NOI CABLE

Hinh 11. So dd d4u ndi cap

Cac thiét bi Server cua dy an duoc lap dat tai vi tri tt Rack 16, da c6 san

ngudn dién UPS cap 02 PDU 32A.

07 Server database node, 04 Server node va 02 Server sb hda duoc két ndi vai

Switch core 7000 duoc dat tai ta Rack 01, bang hé théng cép quang c6 sin

hoac st dung day nhay quang.

3.2.7. Pao tao hweng dén sir dung

Bao gom 02 khoa gom: (1) Lap dat va van hanh thiét bi; (2) Cai dat va cu hinh, quan

tri hé théng, noi dung gom:

3.2.7.1. Ldp ddat va van hanh thiét bj

Noi dung dao tao lap dit va van hanh thiét bi

TT | Noi dung dao tao Ghi chu
1 | Lap dat thiét bj (Bao gom ca raiser) Theo huéng dan cua hang
2 | Lap dat thiét bj trén Tu rack Theo tiéu chuan cia DC
3 | Pau ndi mang ndi bo Theo tiéu chuan cia DC
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4 | Tich hop vai hé théng mang Chu dau tu Theo tiéu chuan cua DC

5 | Pau ndi ngudn dién Theo tiéu chuan cia DC

6 | Tiép dat Theo tiéu chuin cia DC

7 | Ky thuat bat/tt thiét bj Theo huéng dan caa nha san
Xuat

8 | Quan sat dén tin hiéu Theo huéng dan cia nha san
Xuat

9 | Kiém tra xac dinh thiét bi c6 canh bao hay | Theo hudng dan cia nha san

khéng XUt
10 | Quy tic dit tén, danh nhén, dan nhin thiét bj | Theo tiéu chuan cua DC
11 | Chuan doan cac tinh hudng hay xay ra

3.2.7.2. Khoa hoc cai dgt va cdu hinh, qudn tri hé théng

Noi dung khda hoc cai dat va cau hinh, quan tri hé théng

TT | N§i dung dao tao Ghi chu
1 | Cai dat va cau hinh Raid Theo khuyén nghi cia hing
2 | CAu hinh céc hé diéu hanh Theo thiét ké
3 | Tich hgp mang mang Theo thiét ké
4 | Huéng dan sao luu hé thong Theo thiét ké
5 | Huéng dan khdi phuc hé thong Theo thiét ké
6 | Hudng dan kiém tra mang Kiém tra théng mang, mo
cong
7 | Huéng dan kiém tra tai nguyén hé diéu | CPU, Memory, HDD
hanh
8 | Hudng dan sir dung céc cong cu giam sat | Theo khuyén nghi ciia hing
9 | Thuc hanh cac tinh hudng hay xay ra

3.2.8. Pdu tw trang thiét bi chuyén dung phuc vu lu trir va sé hoa.
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3.2.6.1 Thong sé k¥ thuat chuyén dung phuc vu hru trit, 6 hoa

1 | May chu quéan ly Bo 2

CPU Intel Xeon Silver 4310 2.1G, 12C/24T, 10.4GT/s, 1
18M Cache

RAM DDR 16GB 2
HDD 03x1TB 10k RPM SAS 12Gbps (RAID 5) 1
DVDRW 1 1
Network 02x1Gbps 1
Power Supply Dual, Hot-plug, Fully Redundant Power Supply (1+1), 1

2 | May tinh dé ban + Man Hinh Bo 10
Bo vixurly - .
CPU Intel core 113 12100 1
RAM 8GB 1
SSD SSD: 256 GB GB 1
Chuot Cong USB 1
Ban phim Céng USB 1
Man hinh LED 17 inch
May quét kho %

3 A0 Chiec 1
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Loai may Scan: My scan kho 16n

Khé scan t6i da: 39"/(1,001 mm)

Chan may: Co

Téc d6 Scan: Trang den : 17m/phut - Mau
2,75m/phat

D6 phan giai: 2.400 x 1.200 dpi (t6i da 9.600 dpi)
Mat do mau: 48 bit color vdi scan mau

b6 chinh xac : +/- 0.1%

Nguon dién: 100-240 V

Cong suat dién: <19 W /<04 W

Khéi lugng (kg): 18,5 kg

Kich thudc (Rong x Dai x Cao): 13,17 x47,3” x 57
Phan mém: Rowe Scan Manager TWAIN (Ting
kem)

Scan truc tiép tai lidu véi sy hd tro cia TWAIN
(Support)

V6i bd chinh stra/ diéu chinh hinh dnh co ban, 2
cach xem (xem toan canh va xem diém chinh)

B0 quan Iy mau Icc

Bao hanh 1 nam

May quét tu
dong kho A3

Chiéc

May quét tu
dong kho A3

Do phan giai (dpi): 600

Kiéu quét quét 2 mat tu dong, kho gidy A3

Tdc do quét B/W: 80 trang/phut, 300 dpi / Mau: 30
trang/phat, 300 dpi

Cong suat quét/ngay: 8.000 to

Khay gidy (ADF): 100

Phim chtre nang: 4 (Up/Down/Scan/Standby)
Kiéu két ndi: USB 2.0

Nguon dién: 24 Vde/2,7 A

Kich thude (W x D x H): 436 x 262 x 266 (mm)
Tuong thich HDH Windows 2000/XP/Vista/7/8
Trong luong (kg): 9

Mé,y quét phang
kho A3

Chiéc
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Thiét ké thi cong ha tang ky thugt, an toan thong tin

Cam bién hinh a&nh CCD

Ngudn sang LED

D0 phan giai 600dpi

Cong ngh¢ Cong nghé¢ SEETM quét cach gay sach
2mm

Ché d6 quét Mau: 48-bit dau vao, dau ra 24-bit
X&m: 16-bit dau vao, dau ra 8-bit

Pen tring: 1 bit

Vung quét (WxL) Téi da: 304.8 x 431.8 mm ( 12" x
17", A3

Kiéu quét Quét sach A3

Téc d6 quét 2,48 gidy/td (Mau, 300 dpi, A3)

2.10 gidy/to ( Xam, den trang, 300 dpi, A3)

Cong suat quét/ngay 5000 to

Giao dién két ni USB 2.0

Nguon dién 24Vde/ 1,25 A

Dién nang ti€u thu < 24W ( hoat dong), <8W (cho)
Phan mém di kém Plustek Book Pavilion /
ABBYY FineReader 12.0 Sprint /

Plustek DocTWAIN

Kich thudc ( WxDxH) 623x400x140 mm

Chuén két néi Chuan TWAIN, WIA

Tuong thich HDH Windows 7/ 8/ 10

Trong luong 7,7kgs

3.2.6.2 M0 ta phwong an lap dit thiét bj s6 hoa

Khu vyc dat thiét bi s héa nam ¢ tang 10, phong 10.05 trong khu vuc rong
khoang 30m2. Vi s6 lugng 10 bo may tinh, 05 may scan A3, 01 may scan A0 hoan
toan dugc bd tri phi hop trong dién tich trén,

Phong 10.05 da di vao hoat dong vi vay ngu@)n dién va dau cho mang da co, hoan
toan c6 thé két ndi, di chuyén dir lidu scan 1én 02 Server sé hoa dugc lap dat trong
TTDL.
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G 4800 %+

01 x MAY SCAN A0

05 x MAY SCAN A3
| e VAL S

10

1 | b
OUTLETMANG.OD[ENcosANé 5 j@{ o
10|

“ “ 10 x PC, MONITOR

N —

oo0g0
QMO

Hinh 12. So dd lap dat thiét bj s6 hoa
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13800

1 | 4500 T
E _H‘L . 05 xaahy scan A3
. mm:| imajinm)
| (CJ0|D10 =
l_u:'ﬂ Bl

E VAN PHONG (PHONG 10.05)

Hinh 13. So do lap dat thiét bj s6 hoa tai phong 10.05
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4. TONG DU TOAN

4.1. Can ct lap du toan

4.2. Nguén von

4.3. Tong muc dau tu

4.4. Du toan phan thiét bi bao mat
4.5. Du toan cac dich vu di kém

4.5.1. Dy toan dich vu ki thudt cai dat t6i wu héa, tang cuong tinh bao mdt cua hé
thong CNTT hién tai cia Tong cuc KTTV

4.5.2. Dy toan dich vu dao tao
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