Phu luc |

TAI LIEU HUONG DAN KY THUAT PHUC VU VIEC TIiCH HQP, KET
NOI DU LIEU PAT PAI TAI PIA PHUONG LAM GIAU CSDL QUOC GIA
VE DAN CU

(HUONG DAN DANH CHO SO TAI NGUYEN VA MOI TRUONG CAC TINH/THANH
PHO TRUC THUOC TRUNG UONG)

(Kém theo Céng van sé /IBTNMT-CNTT ngdy  thang 8 nam 2022
cua Bo Tai nguyén va Moi truong)

|. Giéi thiéu chung vé hé thong
1. M6 hinh tong quat hé thong

NEN TANG TICH HQP, CHIA SE DU'LIEU
QUOC GIA
i——=Fle— haps MISLCD 7 | CSDL QUOC GIA VE DAN CU'
i Th rEr AT - g g s VDXP NDXP
CAC TINH KHONG THAM GIA DU’ AN VILG

CSDL DAT DAI TINH 1
- BO KET NOI, CHIA SE DU LIET §
Darliéu khong gian dit dai (Buve trida khai i cip tink)
[ | E = MISLCD
.) ‘ Quin Iy dich v dit lidn i
= > HE THONG TICH HQP, CHIA SE DU LIEU DAT DAI QUOC GIA
¢ r (duoc trién khai tai B TN&MT)
_ Quin I thing tin ciu hinh
Dirliéu thue tinh dat dai —
SE——) [ . L 5 Quan I dich vy dirli¢u
S—r | Qunlyviamgciproc ] -, e
L Log/Audit Right/Access | | Security/Token 7 T 1
W Dich hitphin i ’ ’ £ FI8 Geing QX soltT.og vk -
v cip ohit phin mém a y Do =
UiveUpdate) LGSP B Tai nguyén va Méi —— B ot
/ Quin 1y ban ning cip 2| Quyboach kéhoach
( Dich vy dirlign|——»  -Net core docker, container Framework phin mém g st 8
N 2 Théng ke, kiém ké
Quan i ‘ 8 &t &
TosmP™ Gid dit
i/ H ? e
CSDL DAT DAI TINH TS - Dituwacobinvéta
—_—— BO KET NOI, CHIA SE DU LIEL HEnRR ] guptade ) )
Dirliéu khong gian dit dai Qo wido khai ty cip tinh, LU ¢ ———
> { | Qualydicvudetia Ie trarmder Mansgerent
=] & L |
| Quinis thing tin chu hinh Do et Net core, docker, container Framework
Dirliéu thuge tinh dit dai L MTSLCD
e | Quinlyvacumg cipLOG /
L = N
Dich vu c3p nhit phin mém S| = _/ = :
(iveUpdate) El = m B T CAC TINH THAM GIA DU AN VILG
— (=P 1 s Wﬂ =
{ ich vy di i o Netcore docker, container Framework » .
«\DDK RESR PRI CARASE Wo L HE THONG CSDL BAT DAI TAP TRUNG TAI TRUNG UONG
Avoc wién khai 13 cip Trung wong
_ P
\—/

CSDL ait &xi thp trung

Dich vy cip chit phin m im (veUpdhte)

S

Net core, docker, container Framework

M@ hinh kj thudt téng quéat hé thang tich hop, két néi va chia sé dir liéu dat

dai 1am gidu CSDL quéc gia vé ddn cur

Trong do:

- Hé thdng tich hop, chia sé dir liéu dat dai quéc gia: la hé théng théng tin
duoc cai dat trién khai tai BO TN&MT. Hé thdng nay cho phép tich hop, két ndi lién
thdng céc dich vu dir liéu dat dai quéc gia. Cac chirc nang chinh cua hé thong nhu
dang ky quan ly cac dich vu dix liéu, quan Iy phién ban phan mém, dbi soat Log...

- LGSP cta Bo TN&MT: Ia nén tang tich hop, chia sé dir liéu cua Bo
TN&MT, cung cap cé&c giai phap phuc vu viéc tich hop, chia sé dir liéu cua cac



HTTT/CSDL thudc B6 TN&MT véi céc hé thong théng tin cia Bo, ban nganh khac.
Module Pang ky cung cap, khai thac dich vu dir liéu cho phép nguoi ding dang ky
cung cap/str dung dich vu dit liéu.

- Bo két ndi, cung cap dir liéu: 1a mot thanh phan cuc ky quan trong ciia LGSP
Bo Tai nguyén va Mai trudng, cung cip cac tinh ning, giai phap dam bao an toan,
anh ninh, bao mat phuc vu viéc két ndi lién théng cac dich vu dit liéu dat dai thudc
CSDL dét dai do dia phuong quan ly véi cac hé thong théng tin cua Bo TN&MT,
Chinh phu, cac B ban nganh khac...

- Co so dit liéu dat dai tai dia phuong: 1a CSDL dit dai do dia phuong xay
dung, quan ly, khai thac. Thanh phan nay cung cap di liéu dat dai do dia phuong
quan Iy cho hé thong tich hop, két ndi va chia sé CSDL dat dai quéc gia théng qua
cac dich vu dur liéu.

- Heé théng CSDL dat dai tap trung tai trung uong: 1a hé théng CSDL dat dai
duoc trién khai tap trung tai trung wong phuc vu cho du &n VILG. Thanh phan nay
cung cap di liéu dat dai do cac tinh tham gia du an VILG quan ly cho hé théng tich
hop, két ndi va chia s¢é CSDL dat dai qudc gia thong qua céc dich vy dit lidu.

- Nén tang tich hop, chia sé¢ dit liéu quéc gia: 1a ha ting két ndi, chia sé dit
licu bao gom tap hop ha tang k¥ thuat, phan ciing, phan mém va hoat dong nghiép
vu hd trg déng vai tro phuc vu tich hop, chia sé dit liéu giita cac hé thong théng tin
ctia bd, co quan ngang bo, co quan thudc Chinh phu, céc tinh, thanh phd truc thudc
Trung wong va véi cac co quan, to chirc bén ngoai (theo nhu cau).

- CSDL quéc gia vé dan cu: 1a tap hop thong tin co ban cua tat ca cong dan
Viét Nam duoc chuan hda, sé hoa, luu trit, quan Iy bang co so ha tang thong tin dé
phuc vu quan 1y nha nuéc va giao dich cia co quan, to chirc, ca nhan

2. Bo két ndi, chia sé dir liéu

BG ket noi, chia sé¢ di ligu 1a mot hé thong dugc xay dung bao gom céc tinh
nang cho phép déng ky, quan ly, tich hop, két néi, giam sat cac dich vu dit liéu dya
trén nén tang giai phap cong ngh¢ hién dai, dap ng theo yéu cau cua nghi dinh sb
85/2016/ND-CP cua Chinh phu vé& bao dam an toan hé théng thdng tin theo cap do.
Bo két néi, chia sé dix lieu duoc cai dat, trién khai tai cac don vi cung cap dich vu di
lieu dat dai (tai cac tinh/thanh phé d6i véi CSDL dat dai do dia phuong quan ly). Do
tinh chat dac thd cua dit liéu nganh tai nguyén va méi trudng ndi chung, dit liéu linh
vuc dat dai noi riéng nén viée cai dat, van hanh bo két ndi tai dia phuong 13 bat budc,
bude dau két ndi va chia sé cac dich vu dir liéu dat dai, sau d6 huéng dén cac dich
vu dir li¢u linh vuc khac trong nganh tai nguyén moi truong cua cac S6 TN&MT véi
nén tang tich hop chia sé dit liéu (LGSP) ctiia B6 TN&MT.

1. N§i dung va cac budc can thue hién

D¢ c6 the cai dat trién khai b két ndi, chia s¢ dit ligu tai dia phuong va thyc
hién két noi CSDL dat dai do dia phuong quan ly véi LGSP cia B TN&MT phuc
vu muc dich két noi voi CSDL quoc gia vé dan cu, va tuy vao hién trang su dung



phan mém quan 1y dat dai cua dia phuong, S& TN&MT lua chon va thuc hién cac
ndi dung cong Vviéc sau:

1. Poi v6i cac tinh tham gia Dy 4n VILG

Cac noi dung can thuc hién:

STT

Buwéc thuc hién

Pon vi chi tri

Pon vi phoi hop

Noi dung thwc hién

Lua chon CSDL
dat dai dang van
hanh dé két ndi

S6 TN&MT

Ra soét, lua chon CSDL dit
dai cua dia phuong dang van
hanh trén phan mém VBDLIS
dap tmg duoc yéu cau két ni
chia sé thong tin dir liu.

Pong bo CSDL | S§ TN&MT

Ban quan ly Dy
an VILG Trung
uong

Str dung phan mém VBDLIS
dé dong bo CSDL dit dai cua
dia phuong 1én CSDL dit dai
quéc gia.

Xay dung va S6 TN&MT
cung cap dich
vu dit ligu dét
dai

Ban quan ly Dy
an VILG Trung
uong

Thuc hién xay dung cac dich
vy dit liéu theo huéng dan tai
muc Il tai liéu nay (hién nay
phan mém VBDLIS di xay
dung co ban xong cac dich vu
dir liéu dép ung yéu cau). So
TN&MT can lam viéc véi Ban
quan ly Du an VILG Trung
wong dé hoan thién thu tuc chia
sé cac dich vu dir liéu dat dai
cho CSDL quéc gia vé dan cu.

Thuc hién két
ndi DLTNMT

Cuc CNTT va

Ban quan ly Du
an VILG Trung
uong

Ban quan ly Du an VILG
Trung wong cung cap théng tin
phuc vu két néi cua timg dia
phuong. Cuc CNTT va
DLTNMT thuc hién tich hop
cac dich vu dir liéu 1én LGSP
cua B6 TN&MT, NDXP...

2. Doi voi cac tinh dang sir dung phan mém ViLIS 2.0, ELIS

Cac noi dung can thuc hién:

STT

Buwérc thuc hién

Pon vi chi tri

Pon vi phdi hop

Noi dung thwc hién




Lwa chon CSDL | S6 TN&MT Ra soat, lya chon CSDL dat
dat dai dang van dai dang van hanh tai dai
1 | hanh dé két ndi phuong dap tmg duoc yéu cau
két ndi chia sé¢ thong tin dir
ligu.
Chuan bi ha S6 TN&MT Thyc hién theo huéng dan tai
2 R Y ane gta s
tang CNTT muc IV cua tai liéu nay.
Xay dung dich | CucCNTT va | S6 TN&MT Thuc hién xdy dung céc dich
vu dir liéu va cai | DLTNMT vy dit liéu theo huéng dan tai
dat bo két ndi muc 111 tai liéu nay (Bo két noi
cua B TN&MT da c6 Adapter
3 hd tro CSDL cua phan mém
ViLIS 2.0 va ELIS). So
TN&MT cung cap théng tin
két néi t6i CSDL dét dai duoc
lra chon tai budc 1.
Thuc hién két Cuc CNTT va | S6 TN&MT Cuc CNTT va DLTNMT thuc
A ndi DLTNMT hién tich hop céc dich vu di
licu |én LGSP cua B
TN&MT, NDXP...
3. Doi v6i cac tinh dang sir dung hé thong LIS khac cac trwong hop trén
Cac noi dung can thuc hién:
STT | Buéc thuc hién | Pon vi chii tri | Pon vi phdi hep Noi dung thuc hién
Lua chon CSDL | S6 TN&MT Ra soét, lua chon CSDL dat
1 dat dai dang van dai dang van hanh dap ung
hanh dé két ndi duoc yéu cau két ndi chia sé
théng tin dir liéu
) Chuan bj ha S& TN&MT Thuc hién theo huéng dan tai
tang CNTT muc IV cua tai liéu nay.
Xay dung dich S6 TN&MT Cuc CNTT va Thuc hién xay dung céac dich
3 | vu dit liéu va cai DLTNMT vu dit liéu theo huéng dan tai
dat bo két ndi muc 111 tai liéu nay.
Thuc hiénkét | Cuc CNTT va | S6 TN&MT S¢ TN&MT cung cap théng
4| néi DLTNMT tin cac dich vy dit liéu dat dai

cho Cuc CNTT va DLTNMT




dé phuc vy két ndi. Cuc CNTT
va DU licu TNMT thuc hién
tich hop cac dich vu dix liéu 1én
LGSP cua BO TN&MT,
NDXP...

I11.Cau tric dir liéu va danh muc dich vu dir li€u can cung cap

Dé két ndi chia sé dir liéu dat dai lam giau CSDL qudc gia vé dan cu thi céc

CSDL dit dai do dia phwong quan ly can cung cap céc thdng tin dit liéu vé thira dat
dudgi dang dich vy dit liéu. Quy dinh ki thuat vé cau trac dit liéu va dich vu dir liéu
duoc quy dinh cu thé tai muc 1 va muc 2 ndi dung nay. Tuy nhién, dé c6 nguén cung
cap thong tin dir liéu cho cac dich vy dit liéu trén thi cac dia phuong can phai cha
dong xay dung, hoan thién va van hanh CSDL dat dai do dia phuong minh quan ly.

1. Danh muc dich vu dir liéu can xiy dung

TT

Dich vu

Ma dich
vu

Muc dich sir dung

Dich vu ldy théng tin

- Dich vu nay cho phép céng dan lay thong

1| ddgg_001 | tin ding ky dét dai caa minh khi thuc hién
dang ky dat dai L A
cac dich vu cong
- Dich vu nay cho phép xac thuc théng tin
, Dich vu xéc thuc théng ddag 003 dang ky dat dai ctia cdng dan diwa vao théng
tin dang ky dit dai 99-22 | tin ma cong dan cung cép khi thuc hien cac
dich vu cong
; Dich vy Iy danh sich e 004 - Dich Yu n\a_ty Fho loheg Iay’(?IanAh sach ciui 51:1
chi str dung qg_ dung dat, tai san gan lien voi dat theo cap x&
2. Chi tiét cac dich vu
2.1. Dich vu ldy thong tin déing ky dit dai
- biac ta dau vao API:
TT Tén trwong Pinh dang Bat Mo
bugc ta
1 | MaTinh String (2 ky tu) X La ma don vi hanh chinh

cap tinh (theo dia chi thira




dat)

2 | MaHuyen String (3 ky tu) X La ma don vi hanh chinh
cap huyén (theo dia chi
thira dat)

3 | MaXa String (5 ky tu) X La md don vi hanh chinh
cap xa (theo dia chi thira
dat)

4 | HoTen String (150 ky tu) X La ho va tén cta ngudi ghi
trong gidy chumg minh
nhan dan/can cudc cong
dan

5 | SoPhatHanh String (10 ky tu) x_1 |La so phat hanh gidy
ching nhan quyen su dung
dat, quyen ¢ hitu nha ¢ va
tai san khac gan lién voi

dat.
6 | SoGiayTo String (30 ky tu X_2 | Lasb gidy to tuy than cua
s0) c@ng dan nhu can cudc

cong dan hay ching minh
thu nhan dan. CoO thé
truyen cung luc ca hai loai
sO giay to trén theo dinh
dang

SoCCCD,SoCMTND (so
can cudc cong dan,sod
chirng minh thu nhan dan)

7 | NgaySinh String (10 ky tu) X_2 | La ngay, thang, nam sinh
cua cong dan. Pinh dang:
yyyy-mm-dd hogc yyyy.

Ghi chii: Piéu kién bat bugc tham sé X_1, X_2 nghia la chi bdat bugc theo ty chon. Néu
di# liéu dau vao c6 thdng tin SoPhatHanh thi cac tham sé 6,7 1a khéng bat bugc (c6 thé bo
trang) va nguoc lai.

-Pic ta dau ra API:
TT Tén truong Kiéu dir liéu Mo ta

1  ThongTinChu Thong tin cha thira dat



2.1

2.2

HoTen

DiaChi
ThongTinThuaDats
DuLieuThuaDat
SoHieuToBanDo
SoThuTuThua
DienTichPhapLy

MucDichSuDung

DiaChi
TaiSanTrenDats

LoaiTaiSanGanLienVoiDat

DiaChi

CapHang

DienTichSan

DienTichXayDung

String
String

String
String
Real
String

String

String

String

String

Real

Real

Ho tén

Pia chi chi tiét cua cha

Théng tin cé4c thira dat st dung
Dit ligu thira dat

S6 hiéu to ban d6

S6 thir ty thira dat

Dién tich phép ly

Muc dich st dung. Truong hop c6
nhieu muc dich ‘thi cac muc dich
phan cach nhau bang ky tu _

Dia chi chi tiét thira dat

Danh sach c4c tai san trén thira dat
Loai tai san gan lién véi dat. Mién
giatri

{*NhaORienglLe”, “CanHo”}

La dia chi cta nha ¢ riéng lé/can ho

Cap hang nha. Xac dinh va thé
hién theo quy dinh phan cap nha ¢
ctia phéap luat vé nha o, phap luat
vé xay dung

Pé6i voi nha & mot tang thi thé
hién dién tich mit bang san xay
dung cia nha d6. D6i voi nha &
nhiéu tang thi thé hién tong dién
tich mat bang san xay dyng cua
cac tang. D4i vé6i can ho thi 1a dién
tich san cua can ho theo hop dong
mua ban can ho.

La dién tich mit bang chiém dat
cua nha ¢ tai vi tri tiep xdc vai mat
dat theo mép ngoai tuong bao cua



nha
SoTang Integer Thé hién téng sb tang nha

KetCau String La théng tin két ciu cua nha, thé
hién loai vat li¢u xay dung (gach,
bé téng, gb...), cac két cau chu
yéu 1a tuong, khung, san, mai. Vi
du: “Tuong, khung, san bang bé
téng cot thép; mai ngodi”

TenKhu String Tén khu chung cu

TenChungCu String Tén nha chung cu
SoHieuCanHo String S6 hiéu can ho

TangSo Integer Tang sb - La thdng tin thé hién

can ho nam trén tang bao nhiéu
- Chi tiét dich vu:

Pia chi két noi

https://gatewayruntime.<root-
domain>/api/diachinh/laythongtindangky
Request header
Method POST
Content-Type  application/json

URL

Authorization = Khuyén nghi sir dung (Basic/Bearer Token/API Key/Oauth2.0)

Request Body
{
"MaTinh":"<MaTinh>",
"MaHuyen":"<MaHuyen>",
Body "MaXa":"< MaXa>",

"HoTen":"<HoTen>",



"NgaySinh":"<NgaySinh>"

Response Body

{

"ThongTinChu":{
"HoTen":"<HoTen>",
"DiaChi":"<DiaChi>"

¥
"ThongTinThuaDats": [

{

"DuLieuThuaDat": {
"SoHieuToBanDo":"<SoHieuToBanDo>",
"SoThuTuThua":"<SoThuTuThua>",
"DienTichPhapLy":"<DienTichPhapLy>",
"MucDichSuDung":"<MucDichSuDung>",
"DiaChi":"<DiaChi>",

h

"TaiSanTrenDats": [

{

"LoaiTaiSanGanLienVoiDat":"<LoaiTaiSanGanLienVoiDat>",
"DiaChi":"<DiaChi>",
"CapHang":"<CapHang>",
"DienTichSan":<DienTichSan>,
"DienTichXayDung":<DienTichXayDung>,
"SoTang":<SoTang>,
"KetCau":"<KetCau>",
"TenKhu":"<TenKhu>",
"TenChungCu":"<TenChungCu>",
"SoHieuCanHo":"<SoHieuCanHo>",
"TangSo":<TangSo>

Body

2.2. Dich vu xac thuee théng tin ding ky dit dai
-bic ta dau vao API:

TT Tén truwong Pinh dang Bat Mo




MaTinh

String (2 ky tu)

La ma don vi hanh chinh
cap tinh (theo dia chi thira
dat)

MaHuyen

String (3 ky tu)

La ma don vi hanh chinh
cap huyén (theo dia chi
thira dat)

MaXa

String (5 ky tu)

La ma don vi hanh chinh
cap xa (theo dia chi thira
dat)

HoTen

String (150 ky tu)

La ho va tén ctua nguoi ghi
trong giady ching minh
nhan dan/can cudc cong
dan

SoPhatHanh

String (10 ky tu)

La sb phat hanh gidy
ching nhén quyén sir dung
dat, quyén s¢ hiru nha ¢ va
tai san khac gan lién véi
dat.

SoGiayTo

String (30 ky tu
s0)

La sb gidy to tuy than cia
cong dan nhu can cudc
cong dan hay ching minh
the nhan dan. Co thé
truy€n cung luc ca hai loai
sO giay to trén theo dinh
dang )
SoCCCD,SoCMTND (s0
can cudc cong dan,so
chirng minh thu nhan dan)

NgaySinh

String (10 ky tu)

La ngay, thang, nam sinh
cua cong dan. Pinh dang:
yyyy-mm-dd hogc yyyy.

-Pac ta dau ra API:

TT

Tén thugc tinh

Truwong
o dir lidu
chia sé

Ghi chu

DungSai

Boolean X

true/false: Thong tin ding ky dat

dai dang hoac sai

- Chi tiét dich vu:




Pia chi két noi

URL

https://gatewayruntime.<root-
domain>/api/diachinh/xacthucthongtindangky

Request header
Method POST
Content-Type | application/json

Authorization | Khuyén nghi sir dung (Basic/Bearer Token/API Key/Oauth2.0)

Request Body
{
"MaTinh":"<MaTinh>",
"MaHuyen":"<MaHuyen>",
"MaXa":"< MaXa>",
Body "HoTen":"<HoTen>",
"SoPhatHanh": "<SoPhatHanh>",
"SoGiayTo": "< SoGiayTo>",
"NgaySinh":"<NgaySinh>"
¥
Response Body
Body { "D
, ungSai":True/False

2.3. Dich vu ldy danh séch chii si# dung
-Dic ta dau vao API

TT Tén trwong Pinh dang Bit Moé
bugc ta

1 | MaTinh String (2 ky tu) X La ma don vi hanh chinh
cap tinh (theo dia chi thira
dat)

2 | MaHuyen String (3 ky tu) X La mad don vi hanh chinh
cap huyén (theo dia chi
thira dat)

3 | MaXa String (5 ky tu) X La mad don vi hanh chinh
cap xa (theo dia chi thira




dat)

-Pic ta dau ra API:

TT Tén truong Kiéu dix liéu M0 ta
1 HoTen String Ho tén
. . S gidy to cua cong dan nhu: CCCD,
2 SoGiayTo String CMTND, CMQD. ..
. . Loai gidy to: CCCD, CMTND,
3 LoaiGiayTo String CMQD
4 NgaySinh String Ngay thang nam sinh cua chu st
dung
. . La mi don vi hanh chinh cap tinh
5 |MaTinh String (theo dia chi chu sir dung)
5 MaHuyen String La mi don vi hanh chinh cap huyén
(theo dia chi chu st dung)
, MaXa String La mé don vi hanh chinh cip x4 (theo
dia chi chu st dung)
8 DiaChi String bia chi chu

- Chi tiét dich vy:

Pia chi két ndi

https://gatewayruntime.<root-domain>/api/diachinh/

URL LayDanhSachChu
Request header
Method POST

Content-Type | application/json
Authorization = Khuyén nghi sir dung (Basic/Bearer Token/API Key/Oauth2.0)
Request Body

Body "MaTinh":"<MaTinh>",
"MaHuyen":"<MaHuyen>",



"MaXa":"< MaXa>",

Response Body

{
"ThongTinChus": [

{"HoTen":"<HoTen>"
"SoGiayTo":"<SoGiayTo>"
"LoaiGiayTo":"<LoaiGiayTo>"

Body "NgaySinh":"<NgaySinh>"
"MaTinh":"<MaTinh>"
"MaHuyen™:"< MaHuyen >"
"MaXa":"< MaXa >"
"DiaChi":"< DiaChi >"

3



IV. Yéu ciu ha ting cong nghé thong tin

D¢ dam bao viée két noi dwoc thuan lgi va dam bao qué trinh van hanh sau
nay, cac dia phuong can chuan bi ha tang cong nghé thdng tin theo bang chi tiét duai
day:

STT Ciu hinh Chi tiét

1 | Hé diéu hanh Ubuntu server 18.04 LTS - free

2 | CPU (Core) >=16 (Core)

3 Ram >=32GB

. Dung luong 6 cing | SSD: 500GB
HDD: it nhat 1TB
TCP - Public: 80/443/22 (SSH)
TCP - Private: 9100/8080/22/5672/15672/6379

5 | port cho phép truy cap tir dia chi: 103.9.85.63,
193.9’.85.64 (may cha tai Bo TN&MT) phuc vu
ket noi gitra may chu trung wong va dia phuong
trong viéc quan ly, CI/CD, dong bo log.

6 | Bangthong Internet: 200Mbps/100Mbps (Up/Down)

La dia chi IP cua may chu dugc ISP (nha cung cap
7 IP Public dich vu Internet) cap va cé the duoc "nhin thay" va
truy cap tir Internet. Yéu cau IP nay 1a IP tinh

Tao cac subdomain cé ciu tric nhu bén dudi va tro
vao IP Public & muc so 7:

1. https://gatewayruntime.<root-domain>

2. https://gatewayapi.<root-domain>

8 Tén mién _ )
3. https://gatewayadmin.<root-domain>

Trong d6 <root-domain> s& theo cu thé tirng tinh.
Vi du: vinhlong.gov.vn

Luu y: Yéu cau cung cap cert dé cau hinh ssl




Yéu cau bét bugc can c6 ssl kém tén mién dé cung
9 HTTPS cap dich vu thdng qua https thay cho http (Yéu cau
cap ssl cho 3 subdomain & muc 8)

1. Cai dit hé diéu hanh Ubuntu 18
1.1. Chudn bi

- Tai dia cai dat Ubuntu 18 va burn ra CD hodac DVD hoac USB
https://releases.ubuntu.com/18.04/ubuntu-18.04.5-live-server-amd64.iso

(Luu ¥: link tai trén la ban cai dat minimal, can c6 két néi mang dé tai
thém cac gdi can thiét khi cai dat)
- Khoi dong may chu tir CD-ROM hozc USB dé tién hanh cai dat
- Thiét ké trudce dia chi IP va cac thdng s lién quan cho may chu (tdy thudc
vao dai dia chi noi dat may chu)
Vi du:
= |P may chu: 192.168.1.66
= Subnet mask: /24 hay 255.255.255.0
= Gateway: 192.168.1.1
= DNSserver: 192.168.1.2, 192.168.1.3
= Search domain (tuy chon): vi du tentinh.gov.vn
= Ténuser: Admin
= Tén may chu: WebServer

1.2. Cai dat
Chon ngbn ngit English

HWillkommen! Bienvenue! Welcome! Aofpo noxanoeaTe! HWelkom!

Please choose your preferred language.
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Use UF, DOWM and ENTER Keys to select your language.



https://releases.ubuntu.com/18.04/ubuntu-18.04.5-live-server-amd64.iso

Chon kiéu ban phim 1a English US

it helow, or select "Identify k

*]

Use UF, DOWM and ENTER k

Chon Install Ubuntu

~ite platform for clouds
ller for Ubuntu on

lUse UP, DOWM arrow k , and ENTER, to navigate options




Cau hinh Network > Chon Edit dé nhap céc théng s6 IP da dinh sin ¢ phan
chuan bi

Network connections

one interface this ~ can use to talk to other machines, and which preferably pro

[ en

[ Create bond = ]

select an interface to configure it or select Done to continue

Dién céc théng s6 IP nhu sau



Edit ensi1e0 IPv4 configuration

IPvd4 Method: [ Manual v ]
. VTR =R 192 165.1.0/24
. Address:  REEREEREES

. R0 192.1658.1.1
1

Name servers: 92.168.1.2.192.1658.1.3

IP addresses, comma separated
search domains: [

. Domains, comma separated

[ Save 1
[ Cancel 1

Trong do

1 — Subnet: dang 192.168.1.0/24

2 — Address: dia chi ip may chu di thiét ké 192.168.1.66

3 — Gateway: dia chi gateway cua dai mang, vi du 192.168.1.1

4 — Name servers: dia chi cc may chi phan giai tén mien, vi du
192.168.1.2,192.168.1.3 (dia chi IP cach nhau dau phay)

5 Search domains (tuy chon): c6 thé dat hoic khong dat, cac tén

mién mac dinh khi tim kiem



Configure proxy bo tréng hodc dién thong sé proxy néu don vi dang sir
dung

Configure pre

to connect to the internet, enter its details

ard farm of

Configure Ubuntu archive mirror

If you use an alternative mirror for Ubuntu, enter its details

Mirror add http:/ archive.ubuntu.com/ubuntu
Yo 0 3 i ed ins f

pro ; mirror that will be o




Phan vung dia cung, chon Use An Entire Disk And Set Up LVM




Céc thdng sb cau hinh dia cimg dé mic dinh > chon Done dé xac nhan

Filesystem setup

EM SUMM

AVAILABLE DEVI

USED O

4, mounted at /

[ Done
[

Chon Continue dé tién hanh cai dit hé diéu hanh trén dia cing d3 dugc phan

want to continue?

[ Mo
[ Continue




Nhap céc théng sb

Profile setup

Your name:

The name it

koK
koK

[ Done

Install in prog

Trong do
1 — Your name: dat tuy y, vi du Admin
2 — Your server’s name: dat tuy y, vi du Webserver
3 — Pick a username: dat tuy y, vi du Admin
4 — Choose your password: nhap mat khau
5 — Confirm your password: nhap lai mat khau
Chon Install OpenSSH server > chon Done

e remote

identity: 0
You can import yo <eys from Github or Launchpad.

[ Done
[ Bacl

Install complete



Dung phim Space dé chon cac phan mém can cai dat hodc sau khi cai dat sau
khi cai dat hé diéu hanh ciing duoc

more details of

e conta

runnin

runnin

runnin i b 1ind
runnin urt i rthoo

ew full 1
t Now

Sau khi khoi dong xong c6 thé login vao user Admin qua console tryc tiép
hoac qua két noi SSH



2. Cau hinh twong lira
1.1. Cdu hinh DNS server cho may chi
M@ file cdu hinh IP ctiia may cha

sudo nano /etc/netplan/01-netcfg.yaml

01-netcfg.yaml: 1a tén file cAu hinh ndm trong thu muc /etc/netplan. Tén file
nay cO thé khac nhau gitra cac may chu.

Chinh sira ndi dung file dé thay d6i DNS server (phan béi vang)
network:

version: 2
renderer: networkd
ethernets:
ens3:
dhcp4: no
addresses:
-192.168.121.199/24
gateway4: 192.168.121.1

nameservers:

addresses: [8.8.8.8, 8.8.4.4]

Ap dung cau hinh

sudo netplan apply




1.2. Cai dat twong lira cho may chua

Login vao may chii dwéi da tao Admin, nhap 1énh sau dé cai dit twong
Ira ufw cho Ubuntu (néu da cai dat roi thi c6 the bé qua)

sudo apt install ufw

Chay Iénh sau dé cho phép ufw khéi chay ciing hé diéu hanh

sudo ufw enable

1.3. Mé céng trén twong lira may chi
Mé cong TCP 80 va 443 (*)

sudo ufw allow proto tcp from any to any port 80,443 comment "web"

Mé cong UDP 10000

sudo ufw allow proto udp from any to any port 10000 comment "webrtc"

Mé cong 22 (UDP + TCP), chi cho phép truy cap tir IP nhat dinh (**)

sudo ufw allow from 10.0.0.0/8 to any port 22
sudo ufw allow from 192.168.0.0/16 to any port 22
sudo ufw allow from 172.16.0.0/12 to any port 22

Reload twong lira dé 4p dung cau hinh

sudo ufw reload

Lam tuong tu dbi Vi cac port private: 9100/8080/22/5672/15672/6379 theo (**)
1.4. Mgt sé lénh khac
Xem cac rule dang dwoc ap dung

sudo ufw status

Hoic sudo ufw status numbered (dé hién rule va id caa rule)




Status: active’

To Action From
[ 1] 22 ALLOW IN 10.0.0.0/8
[ 2] 22 ALLOW IN 192.168.0.0/16
[ 3] 22 ALLOW IN 172.16.0.0/12
[ 4] 80,443/tcp ALLOW IN Anywhere # web
[ 5] 10000/udp ALLOW IN Anywhere # webrtc
[ 6] 8443 ALLOW IN Anywhere # test
[ 7] 22,8080/tcp ALLOW IN 10.0.0.0/8
[ 8] 80,443/tcp (v6) ALLOW IN Anywhere (v6) # web
[ 9] 10000/udp (v6) ALLOW IN Anywhere (v6) # webrtc
[10] 8443 (v6) ALLOW IN Anywhere (v6) # test

Reload twong lira (4p dung cac rule méi cau hinh)

sudo ufw reload

Xoa 1 rule twong Itra (vi du rule co id l1a 3)

sudo ufw delete 3

Bat twong lira

sudo ufw enable

Tat twong lira

sudo ufw disable

3. Thong tin diu moi hd tro Ky thuat
- Ho va tén: Hé Vin Pich.
- Chirc danh, don vi cong tac: Pho Giam déc Trung tam CNPM&GIS - Cuc
Cong ngh¢ thong tin va Dir liéu tai nguyén moi truong.
- Sb dién thoai: 0983.219.042, thu dién tir: hvdich@monre.gov.vn
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